3apeructpupoBano B Munrocte Poccun 26 mapra 2018 . N 50524

OEJEPAJIBHASA CJNY/XKBA IO TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

MMPUKA3
ot 25 gexadps 2017 r. N 239

OB YTBEPKXJIEHUM TPEBOBAHUI
O OBECHEYEHHIO BE3ONMACHOCTH 3HAUYUMbIX OBBEKTOB KPUTUUYECKOM
HH®OPMAIIMOHHON UH®PACTPYKTYPbHI POCCUMCKOM ®EJEPALIMA

(6 peo. lIpuxaza @®CTIK Poccuu om 09.08.2018 N 138)

B cootBercTBum ¢ mynkToMm 4 dactu 3 crateu 6 degepanpHoro 3akoHa ot 26 mrons 2017 r. N 187-D3
"O 0e30MacHOCTH KpUTHYECKOH MHPOpManuoHHON MHPpacTpykTypsl Poccuiickoit @enepanun" (Cobpanue
3akoHOAaTenbeTBa Poccuiickoit deaeparuu, 2017, N 31, cr. 4736) npukasbiBato:

YrBepauth mnpuiaraemple TpeOoBaHus TO 0OecredeHHI0 0e30MacHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKOH HHPOpMaMoOHHOM nHppacTpyKTypsl Poccuiickoit ®eneparum.

Hupextop PenepanbHOM CITyKOBI
10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
B.CEJIMH



VY TBEpKACHBI
npukazom ®CTIK Poccun
ot 25 nexabpst 2017 r. N 239

TPEBOBAHUA
IO OBECHEYEHHNIO BE3ONTACHOCTH 3HAYUMbBIX OBBEKTOB KPUTUYECKOM
NH®OPMALIUMOHHOU UHO®PACTPYKTYPbI POCCUUCKOU ®ENEPALIUN

(6 peo. l[Ipuxaza @®CTIK Poccuu om 09.08.2018 N 138)

I. O6mue mojio:KeHUs

1. Hacrosmue TpeGoBanus pa3paboTaHbl B COOTBETCTBHU ¢ DenepanbHbIM 3aKOHOM OT 26 uiomst 2017
r. N 187-®3 "O 6e3omacHoCTH KpUTHIECKOH WH(MOPMAIIMOHHOW HHPpacTpyKTypsl Poccuiickoit denepannu’
W HampaBlIeHbl Ha o0eclieueHHe YCTOMYMBOrO (YHKIMOHUPOBAHUS 3HAYUMBIX OOBEKTOB KPUTHYECKOH
nHpopMauoHHOH MH(ppacTpykTypbl Poccuiickoit denepanun (ganee - 3HaUMMbIE OOBEKTHI, KPUTHYECKAS
nHGOpPMaLMOHHAast ”HPPACTPYKTypa) IPH MPOBEACHUH B OTHOLIEHUN HUX KOMIIBIOTEPHBIX aTaK.

2. HeiictBue Hactosmmx TpeboBaHWiI pacmpocTpaHseTcss Ha WHGOPMAIIMOHHBIE CHCTEMBI,
AaBTOMATHU3WPOBAHHBIE CHCTEMbI YNpaBICHUS, HH(OPMALMOHHO-TEICKOMMYHUKAIIMOHHBIE CETH, KOTOpHIE
OTHECEHBl K 3HAYMMBIM OOBEKTaM KPUTHYECKOM MH()OPMALMOHHOM HH(PACTPYKTYpHl B COOTBETCTBHU CO
crarbeii 7 denepanpHOro 3akona ot 26 wutomst 2017 r. N 187-®3 "O 06e30macHOCTH KPUTHYECKOU
nHpopMamoHHOH HHppacTpyKTyphl Poccuiickoit denepanun’.

3. ITo pemenunto cyObeKTa KpUTHUECKONH MHPOPMALIMOHHON HHPPACTPYKTYphl HacTosue TpeboBanus
MOTYT TIPUMEHSTHCS JJs oOecredeHus: Oe30MacHOCTH OOBEKTOB KPHUTHYECKOW HH(MOPMAIMOHHON
WHPPACTPYKTYPHI, HE OTHECEHHBIX K 3HAUUMBIM OOBEKTaM.

4. OOGecrieueHre 0€30MaCHOCTH 3HAYUMBIX OOBEKTOB, B KOTOPBIX 0OpadarhiBaeTcsi HMH(pOpManus,
COCTABIISIIOINASL TOCYINAPCTBEHHYIO TaiHy, OCYILECTBIISIETCS B COOTBETCTBUH C 3aKOHOJATEIILCTBOM
Poccuiickoii @eaepannu o rocyJapcTBEHHOU TalHE.

5. Jns obecnieueHuss 0€30MACHOCTH 3HAYUMBIX OOBEKTOB, SIBISIOMIMXCS HH(POPMAMOHHBIMH
cHCTEMaMH MEPCOHANBHBIX TaHHBIX, HacToALME TpeboBaHMs MPUMEHSIOTCS ¢ ydeToM TpeOoBaHuil K 3amure
NEPCOHANBHBIX JAHHBIX IpU HX 00paboTKe B HMH(GOPMALMOHHBIX CHCTEMax IIE€PCOHANBHBIX JaHHBIX,
YTBEPXKJCHHBIX TocTaHoBieHneM [IpaButenbctBa Poccuiickort @enepanyu ot 1 HosOpss 2012 r. N 1119
(CoOpanue 3akoHOIaTeNLCTBA Poccuiickoit @enepanuu, 2012, N 45, ct. 6257).

M obecneueHuss 0€30MACHOCTH  3HAYUMBIX  OOBEKTOB, SABJSIIOIIMXCA  TIOCYJapCTBEHHBIMHU
WHPOPMALTMOHHBIMU CHUCTEMaMH, HACTOsIIUEe TpeOoBaHHs MPUMEHSIOTCS ¢ yueToM TpeOoBaHWil o 3amiure
WHPOpPMAIIUK, HE COCTABISIIONICH TOCYJapCTBEHHYIO TaiiHy, COJep)Kalleidcss B TOCYJapCTBEHHBIX
WHPOPMALMOHHBIX cHcTeMaX, yTBepxkIeHHbIX npukazoM PCTIK Poccum ot 11 despans 2013 r. N 17
(3apeructpupoBan Muntoctom Poccunm 31 mas 2013 1., peructpammonssiii N 28608) (¢ M3MeHEHUSIMH,
BHeceHHbIMU mipukazoM DPCTIK Poccum ot 15 deBpans 2017 r. N 27 "O BHeCeHWM H3MEHEHHH B
TpeboBanus o 3ammre HHGOPMALUHU, HE COCTABISIIOLICH TOCYIAapCTBEHHYIO TaiHy, coOAepKaleiics B
rOCYJapCTBEHHBIX MH(POPMALMOHHBIX cHUcTeMax, yTBepkaeHHble npukazom GCTOK Poccun ot 11 derpans
2013 r. N 17" (3apeructpupoBan Muntoctom Poccun 14 mapra 2017 r., peructpanmonnsiii N 45933).

6. besonacHOCTh 3HAYMMBIX OOBEKTOB OOECTIeUMBAETCS CyObEKTaMH KPUTHYECKOW HH(GOpMAIMOHHON
UHPPACTPYKTYPHl B paMKax (YHKIMOHHUPOBAHUS CHCTEM OE€30MAaCHOCTH 3HAYMMBIX OOBEKTOB, CO3/1aBAEMbIX
CyObeKTaMH KPUTHYECKOM HHGOPMALMOHHOW HMH(QPACTPYKTYphl B COOTBETCTBMM €O craTheid 10
denepanbHoro 3akoHa ot 26 wutonst 2017 r. N 187-@3 "O 6e30macHOCTH KPUTHYECKOH WHPOPMAITHOHHOM
uHdppacTpykTypsl Poccuiickoit @eneparyn’.

I1. TpedoBaHus K o0ecrie4eHNIO 6€30NMACHOCTH B X0/1€ CO3/IaHNS,
IKCIJIyaTAIMH M BHIBOAA U3 DKCILIYaTAIMH 3HAYUMBIX 00HEKTOB

7. ObGecrieuenue 6€30MaCHOCTH 3HAYUMBIX 00OBEKTOB SIBJISIETCSI COCTABHOM YacThIO PabOT MO CO3/IAHUIO
(MonepHHM3aInM), SKCIUTyaTallid ¥ BBIBOJA M3 JKCIUTyaTallil 3HAYNMBIX 00BEKTOB. Mephbl 0 00ecrieueHuIo
0€301acHOCTH 3HAYMMBIX OOBEKTOB NPUHUMAIOTCS HA BCEX CTaIUsX (ITarax) UX >KU3HEHHOTO LIUKIIA.

8. Ha crammsax (9Tamax) >KM3HEHHOTO LMKJIA B XOA€ CO3JaHHA (MOAEPHM3ALUM), SKCIUIyaTalud U



BBIBOJIA M3 IKCIUTyaTalliy 3HAUMMOT0 00BEKTa IPOBOIATC:

a) YCTaHOBJICHHE TPeOOBaHUH K 00eCTIeueHUIO 0€30MaCHOCTH 3HAUUMOTO OOBEKTa;

0) pa3paboTka OpPraHU3aIMOHHBIX M TEXHUYCCKHX MEP MO OOCCICUCHHIO OS30MaCHOCTH 3HAYUMOTO
00BEeKTa;

B) BHCAPCHHE OPraHM3AMOHHBIX M TEXHHYECKMX MEp IO OOECIeUCHHIO 0€30IacHOCTH 3HAYUMOTO
00BbEKTa 1 BBOJI €TO B JCHCTBHE;

r) obecrieyeHre 6€30MacHOCTH 3HAYNMOTO 0OBEKTa B XOJI€ €0 IKCILTyaTallHH;

1) obecriedenre 6€30MMacHOCTH 3HAYMMOTO 00BEKTa IPH BBIBOJE €TI0 U3 IKCILTyaTalliH.

Pesynbrarel peanu3zanuu MEpONPHUATHHA, MPOBOAUMBIX JUIS OOecredeHuss Oe30MacHOCTH 3HAYUMOTO
0o0BbeKTa Ha cTaausX (3Tamax) ero JKU3HEHHOrO IHKJIA, MOJJICKAT JOKyMeHTHpoBaHHI0. CocTaB U (OpMbI
JOKYMEHTOB OTIPEJIENIOTCS CyOhEKTOM KPUTHIECKOH HHPOPMAITMOHHONH HHPPACTPYKTYPHI.

9. Jlns 3HAYUMBIX OOBEKTOB, HAXOJAIIMXCSA B IKCIUIyaTalluu, HacTosimue TpeboBaHHs MOAIEkKAT
peayiMzaniid B paMKax MOJCPHH3AIMH WIH JOOCHAIICHUS TMOJCUCTEM O€30MaCHOCTH 3KCILTyaTHPYEMbIX
3HAYUMBIX O00BEKTOB. MonaepHH3alys WA JOOCHAIICHUE ITOJCHCTEM OC30MaCHOCTH 3HAYMMBIX OOBEKTOB
OCYIECTBISIETCS. B TIOPSJIKE, YCTAHOBICHHOM HACTOSIIUMH Tpe0OBaHWSIMHU ISl CO3JaHUS 3HAYAMBIX
OOBEKTOB W MX TOJCHCTEM O€30MacHOCTH, C YYEeTOM HWMEIONIUXCAd Y CYOBEKTOB KPUTHYECKOU
WHPOPMATMOHHON MH(PPACTPYKTYphI MporpamMm (IUIaHOB) MO MOJCPHHU3AIMU WM JOOCHAICHHIO 3HAYMMBIX
0OBEKTOB.

Ycemanoenenue mpeﬁoeanuﬁ K obecneuenuio 6ezonacHocmu
3HAUUMO20 00beKma

10. 3amanme TpeOoBaHM K o0OecHeUYeHHIO OE30MAacCHOCTH 3HAYUMOTO OOBEKTa OCYIIECTBIISETCS
CyOBEKTOM KPUTHUYECKOW WH(POPMAIIMOHHOW WHPPACTPYKTYphl W (WJIM) JIAIIOM, YCTaHABIMBAIOIIAM
TpeOoBaHUS K 00eCTIeUeHIIO Oe30MMacCHOCTH 3HAYUMBIX 00BEKTOB, B COOTBETCTBHH C KATETOpUEH 3HAYUMOCTH
3HAYUMOTO OOBEKTa, OMpENICICHHONH B TOpPSIIKE, YCTaHOBIEHHOM I[IpaBuiiamMu KaTeropHpoOBaHHs OOBEKTOB
KpUTHYeCcKOi  mH(popMaumoHHOH  WHPpacTpykTypsl  Poccuiickoii ~ ®Demepannu,  yTBEpPKICHHBIMU
noctranoBieHneM llpaBurtenscrBa Pocentickoit denepanmu ot 8 despans 2018 r. N 127 "OO6 yTBepkaeHUN
[IpaBun kareropupoBaHuss OOBEKTOB KPUTHYECKOW WHGPOPMALMOHHONW WHPpacTpykTypsl Poccuiickoit
Qdenepanuy, a TaKkKe MEpeyHs TOKazaTellel KpPUTEpUeB 3HAYMMOCTH OOBEKTOB  KPUTHYECKOM
nH(popMamonHoi uHppacTpykTypsl Poccuiickoit @enepanuun" (Cobpanne 3akoHomaTenbcTBa Poccuiickoit
®enepamnuu, 2018, N 8, cT. 1204).

TpeboBanus k obOecneueHHI0 OE30MACHOCTH BKIIOYAIOTCS B TEXHHYECKOE 3a/laHUE Ha CO3JaHHe
3HAYUMOro OO0BeKTa W (MIM) TEXHUYECKoe 3afaHue (YacTHOE TEXHWYECKOE 3aJaHue) Ha CO3JaHue
MOJICHCTEMBI 0€30IIaCHOCTH 3HAYMMOI'0 00BEKTa, KOTOPHIE JOJKHBI COEPKATh!

a) LeNnb W 3a1a4d o0ecriedeHusi 0e30MaCHOCTH 3HAYUMOT'0 OOBEKTa WM TMOJCHCTEMBI 0e30MacHOCTH
3HAYUMOI'0 00BEKTA;

0) KaTeropuro 3HAYNMOCTH 3HAYUMOTO 00BEKTA;

B) NEPEUCHb HOPMATHBHBIX IIPABOBBIX AKTOB, MCETOAUYCCKUX JOKYMCHTOB W HAIMOHAJIbBHBIX
CTaHIAPTOB, KOTOPBIM JIOJDKEH COOTBETCTBOBATH 3HAYNMBINA O0BEKT;

T') IepedeHb TUIIOB OOBEKTOB 3aIIUTHI 3HAYNMOT0 OOBEKTa;

1) OpraHu3allMOHHbIE U TEXHUYECKUE MEPBI, IPUMEHsIEMbIe AJ1s1 oOecrieueHnss 0e30MacHOCTH 3HAYMMOTO
00BEKTA;

) craauu (3Tarbl paboT) CO3IaHus MOACUCTEMbI O€30IMaCHOCTH 3HAYMMOT0 O0BEKTA;

) TpeOOBaHUS K MPUMEHSIEMBIM MPOIPAaMMHBIM M IPOTrPaMMHO-aINapaTHBIM CPEACTBaM, B TOM YHUCIIE
CpeACTBaM 3aIllUThl HHPOPMAITUH;

3) TpeOoBaHHMS K 3alllUTE CPEJICTB M CHUCTEM, OOECIEeYMBAIOMMX (PYHKIMOHUPOBAHUE 3HAYUMOTO
o0bekTa (obecnieunBarolei HHPPaCTPYKType);

1) TpeOoBaHUS K HWHPOPMAIMOHHOMY B3aUMOAEHUCTBHIO 3HAYMMOTO OOBEKTa C HWHBIMH OOBEKTaMHU
KPUTHYECKON WHPOPMAIMOHHONH HHMPACTPYKTYPhl, a TaKKe HHHIMA HWH()OPMAIIMOHHBIMUA CHCTEMaMH,
aBTOMATH3MPOBAaHHBIMU CHCTEMAaMU YIPABICHUS UIX HHPOPMAIMOHHO-TEIEKOMMYHHKALMOHHBIMH CETSIMH.

B cnydae ecnu 3HauMMBIE OOBEKT CO3JaeTcsl B paMKax OOBEKTa KallUTaJbHOTO CTPOMTENHCTBA,
TpeOoBaHUs K 00ecTiedeHnI0 OE30MaCHOCTH 3HAYMMOT0 00BEKTa 33JaF0TCS 3aCTPOUIIIMKOM U 0(hOPMIISIOTCS B
BHJIE IPHIIOXKEHHUS K 33JJaHHUIO Ha TPOEKTUPOBaHHUE (PEKOHCTPYKIINIO) 00bEKTa KaTUTATbHOTO CTPOUTENIHCTBA.

[Ipu ompenenenun TpeOOBaHMI K OOecHEeYeHHIO OE30MACHOCTH 3HAYUMOIO OOBEKTa YUHUTBHIBAIOTCS



MOJIOKEHHUSI OPraHU3AIMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB 10 O0ECIICYCHUIO OE30MaCHOCTH 3HAYMMBIX
00BEKTOB, pa3padaThiBaeMbIX CyOBEKTaMH KPUTHUECKOW WHQOPMAMOHHON HMH(pacTpyKTypel B
COOTBETCTBHUU C TPEOOBaHMUSAMH K CO3JaHHIO CHCTEM 0E30MacHOCTH 3HAYMMBIX OOBEKTOB M OOECIICYEHUIO UX
(YHKITMOHUPOBAHUS, YTBEPKIACHHBIMHI B COOTBETCTBHU C MYHKTOM 4 dactu 3 crathil 6 PepepanbHOro 3aK0Ha
or 26 mroms 2017 r. N 187-®3 "O 0e30macHOCTH KPUTHYECKOW HH(POPMANMOHHON HH(PPACTPYKTYpHI
Poccuiickoii ®denepanmun” (ganee - OpraHU3alMOHHO-PACTIOPSIIUTEIBHBIE JOKYMEHTBHI MO O€30MacHOCTH
3HAYUMBIX 0OBEKTOB).

Pazpabomka opzaHu3auuoOHHBIX U MEXHUYECKUX MeP N0 00ecneyueHuo
Oe3onacnocmu 3HaAUUMO20 00bEKMA

11. Pa3paboTka OpraHU3allMOHHBIX M TEXHHUUYECKHX MEp MO 0OeCHeueHHI0 0Ee30MacHOCTH 3HAYMMOTO
00BEKTa OCYIIECTBISICTCA CYOBEKTOM KPUTHYECKOH MH()OpMAIMOHHONH WHQPACTPYKTYphl W (WIIM) JIULOM,
MIPUBJICKaCMBIM B COOTBETCTBHHM C 3aKOHOAATENHCTBOM Poccuiickoit demepalui K MPOBEACHUIO paboOT 110
co3aHuio (MOACPHHU3AITNHN) 3HAYUMOTO 00beKTa 1 (MiIH) 00SCIIeYCHHIO ero Oe30IacHOCTH, B COOTBETCTBHH C
TEXHUYECKUM 3aJaHHeM Ha CO3JaHUE 3HAYMMOrO OOBbeKTa W (WJIM) TEXHHUUYECKHUM 3aJaHueM (YacTHBIM
TEXHUYECKUM 3aJJaHHEeM) Ha CO3/I1aHUE MOJICHCTEMBI 0€30MACHOCTH 3HAYMMOT0 OOBEKTA U I0JKHA BKIIIOYATD:

a) aHanM3 yrpo3 Oe3omacHOCTH HHYOPMANUK U pa3paboTKy MOAENH yrpo3 0e30macHOCTH HHPOpMAITIH
WM €€ YyTOUHeHHe (IIpU ee HAJTMU1N);

0) IPOEKTUPOBaHHE TIOICUCTEMBI OE30IIACHOCTH 3HAYMMOTO 00BEKTA;

B) pa3paboTKy paboueil (IKCIUTyaTalldiOHHOM) JOKyMEHTAllMd Ha 3HAYMMBIA OOBEKT (B YacTH
obecrieueHus ero 0e30macHOCTH).

PazpabarbiBaeMble OpraHM3allMOHHBIE M TEXHUYECKHE MeEphl M0 00eclevYeHnto 0e30MacHOCTH
3HAYUMOro OOBEKTa HE MOJDKHBI OKa3blBaTh HETAaTUBHOIO BIMSHUS Ha CO3JaHME M (YHKIHMOHHUPOBAHUE
3HAYNMOTO OOBEKTA.

[Tpu pa3paboTke OpraHU3alMOHHBIX M TEXHUYECKUX Mep MO 00ecreyeHnIo 0e30MacHOCTH 3HAYUMOIO
00bEeKTa YUYUTHIBACTCS €ro HHQOpPMAIMOHHOE B3aMMOJACHCTBHE C WHBIMH OOBEKTAMH KPUTHYECKOH
UHGOPMALMOHHONH MHPACTPYKTYpHl, HHOOPMAIIMOHHBIMU CHCTEMaMH, aBTOMAaTU3UPOBAaHHBIMU CHCTEMaMH
yTpaBiieHUs WM HHHOPMAIIMOHHO-TEIEKOMMYHUKAITHOHHBIMH CETSIMHU.

11.1. Lenbro aHanu3a yrpo3 0€30MacHOCTH MHPOPMAIIUHU ABJISCTCS ONPECIICHUE BO3MOXHBIX CIIOCOOOB
peanmzanuy  (BOSHMKHOBEHUS) yrpo3 Oe3omacHOCTH WH(GOPMAIMM W IIOCIEACTBUA WX pealu3alui
(BO3HMKHOBEHHS) C YYE€TOM COCTaBa IOJb30BaTeNiell M MX MOJIHOMOYMH, NMPOrPaMMHBIX M HPOTrPaMMHO-
anmapaTHBIX CPEJICTB, B3aUMOCBSI3€H KOMIIOHEHTOB 3HAYMMOTO OOBEKTa, B3aWMOJCHCTBUS C WHBIMH
O0BEKTaMH  KpUTHYECKOH HMH(OPMALMOHHOM  WHQPACTPYKTYphl, HH()OPMALMOHHBIMA  CHCTEMaMH,
aBTOMATHU3MPOBAaHHBIMU CHCTEMaM{ YIpPaBJICHUS, HH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA —CETAMHU
(manee - apXMTEKTypa 3HAYUMOTO O0BEKTA), a TAKKE OCOOCHHOCTEH (DYHKIIMOHUPOBAHUS 3HAYUMOT0 00BEKTA.

AHanu3 yrpo3 6e30macHOCT HH(QOPMAIMH J0JIKESH BKIFOYATh:

a) BBIABJICHHE MCTOYHHMKOB yYrpo3 0€30MacHOCTH MHPOPMALMK M OLIEHKY BO3MOXKHOCTEH (IIOTEHLIMAIa)
BHEIIHUX ¥ BHYTPEHHUX HApYIINUTEINEH;

0) aHamM3 BO3MOXHBIX VYSI3BUMOCTEH 3HAUYMMOTO OOBEKTa M €ro NPOTPaMMHBIX, MPOTPaMMHO-
anmapaTHbIX CPEICTB;

B) OIpeneleHHe BO3MOXXHBIX CHocoOOB (ciieHapueB) peaim3aluu (BO3HUKHOBEHHS) yrpo3
6e3omacHOCTH HH(POPMALIUH;

I) OICHKY BO3MOXHBIX IOCIEJICTBHIA OT peanu3aiuuu (BO3HUKHOBEHHs) Yrpo3 0e30MacHOCTH
nH(pOpMAITHH.

B kavecTBe MCXOIHBIX JAHHBIX JJIsi aHANIM3a Yrpo3 0e30MacHOCTH MH(POPMAIMU HCTONb3yeTcs OaHK
JNaHHBIX yrpo3 Oe3omacHOCTH HH(pOpMalmu, BeaeHue kortoporo ocyiiectisiercs ®CTOK Poccun B
coorBeTrcTBUU ¢ moamyHkToM 21 myHkra 8 Ilomoxenus o PenepanbHOi ciayk0e MO TEXHUYECKOMY H
SKCIOPTHOMY KOHTPOJIIO, YTBep:kAeHHOro Yka3zoM I[Ipesunenta Poccuiickoit denepanuu ot 16 aprycra 2004
r. N 1085 (Cobpanune 3akoHomarenscTBa Poccmiickoit @eaepanuu, 2004, N 34, ct. 3541; 2006, N 49, cr.
5192; 2008, N 43, ct. 4921; N 47, cT. 5431; 2012, N 7, ct1. 818; 2013, N 26, ct. 3314; N 53, ct. 7137; 2014, N
36, ct. 4833; N 44, ct. 6041; 2015, N 4, ct. 641; 2016, N 1, ct. 211; 2017, N 48, ct. 7198) (nanee - 6aHk
naHHBIX yrpo3 Oe3omacHocTH mHpopMammu PCTIK Poccum), a Takke HCTOYHUKH, COJEpKaIllhe WHBIE
CBeZICHHS 00 YSI3BUMOCTAX U yrpo3ax 0€30MacHOCTH HH(MOPMAIIUH.

[o pe3ynbTaTram ananusa yrpo3 6e3omacHoCTH HH(pOpMaMKU MOTYT OBITh pa3padoTaHbl PEKOMEHIALNI



[0 KOPPEKTUPOBKE apXUTEKTYphl 3HAUUMOI'O OOBEKTa M OPraHU3al[MOHHO-PACIIOPSAUTENBHBIX JOKYMEHTOB
mo Oe30MacHOCTH 3HAYUMBIX OOBEKTOB, HallpaBJCHHbIE Ha OJOKMpOBaHHE (HEHTpalu3alHio) OTAEIHHBIX
yrpo3 6e30macHoCTH HHPOPMALIUH.

Mogens yrpo3 Oe3zomacHOCTH HH(OpManMy [OJDKHA COJAEPKATh KPAaTKOE OINHCAHHE APXUTEKTYPHI
3HAYUMOTO 00BEKTa, XapaKTePUCTUKY MCTOUYHUKOB yrpo3 0€30MacHOCTH MHPOPMALUH, B TOM YHCIIE MOJEb
HapyIIUTENs, ¥ OIIMCAHKE BCEX YIpo3 Oe30MmacHOCTH HH(OPMAIINH, aKTyalbHBIX JUI 3HAUUMOTO 0OBEKTA.

Onucanne KaXA0H yrpo3sl 0€301MacHOCTH HHPOPMAIINY JOJDKHO BKITIOYATh!

a) HICTOYHUK yTPO3bl 0€301aCHOCTH WH(OPMAIIHIH;

0) ys3BUMOCTH (OIIMOKH), KOTOPBIE MOTYT OBITh HCIIOJB30BaHBI JJIS peanu3anuu (CrocoOCTBOBATH
BO3HHKHOBEHHIO) YIPO3bI 0€30MaCHOCTH HH(OpMaIH;

B) BO3MOXKHBIE CTIOCOOBI (CIIEHAPHH) Pealn3aliy yrpo3bl 0€30MacHOCTH WH()OPMAITHH;

T') BO3MOXHBIE MTOCIEACTBUS OT YTPO3bl 0€30MacHOCTH HH(OpMAIIHH.

Mogens yrpo3 0e3zomacHOCTH HH(OpMAlMU MOXKET pa3pabaThiBaThCS AJSl HECKONBKHX 3HAYMMBIX
00BEKTOB, UMCIOLINX OAMHAKOBBIC LN CO3JAHUS M apXUTEKTYpPY, a TaK)Ke THUIIOBBIE YIPO3bl O€30IACHOCTH
nHpopMaIuu.

Hns ompenenenus yrpo3 Oe3omacHOCTH HMHGOpPMANMU W Pa3pabOTKH MOJAETH yrpo3 0e30HmacHOCTH
WHPOPMALIUK JIOJDKHBI IPUMEHATHCS METOJIMYECKUE JOKYMEHTHI, pa3paboTanHbie u yTBepxkaeHHple DCTOK
Poccun B cooTBeTcTBHM ¢ oamyHKTOM 4 myHKTa 8 llonoxenust o @exepabHOM ciry)kOe TI0 TEXHUIECKOMY 1
3KCIIOPTHOMY KOHTPOJIIO, yTBep:kAeHHoro Yka3oM [Ipesnnenta Poccuiickoit ®enepanuu ot 16 arycra 2004
r. N 1085.

11.2. [IpoexkTpoBaHue TOJACHUCTEMBI 0€30MACHOCTH 3HAYUMOTO OOBEKTa IOJKHO OCYIIECTBISITHCS B
COOTBETCTBHUHU C TEXHUYECKUM 3aJaHHEM Ha CO3AaHHE 3HAYMMOro OOBEKTa U (WIM) TEXHUYSCKUM 3aJaHUEM
(4aCTHBIM TEXHUYECKHM 3aJ]aHWEM) Ha CO3JaHUE MOJCUCTEMBI 0E30IMaCHOCTH 3HAYMMOTO OOBEKTa C yYETOM
MOJIEJIN YIpo3 Oe30macHOCTH MH(GOPMALMU U KaTETOPHY 3HAUUMOCTH 3HAYUMOTO OOBEKTA.

ITpu npoeKTUpOBaHKUH MOACUCTEMBI 0€30IIaCHOCTH 3HAYUMOTO OOBEKTA!

a) ONPEICIIAIOTCS CyOBEKThI JOCTYIIA (TIOJIB30BATEH, IPOIECCHI M UHBIC CYOBEKTHI JOCTYIIA) K OOBEKTHI
JOCTYyIa;

0) onpemensrOTCs IOJUTUKU YNPaBACHHA JOCTYNOM (IMCKPELIMOHHAS, MaHJaTHas, poJieBasi,
KOMOWHHUpOBaHHAs);

B) OOOCHOBBIBAIOTCSl OPTaHM3AIMOHHBIC W TEXHUYECKHE MEPHI, MOAJIESKAIINE pean3aliil B paMKax
MOJCUCTEMBI 0€30MACHOCTH 3HAUUMOT'0 00BEKTa;

I') ONpeNeNIOTCS BHABI M THUIBI CPEICTB 3alIUThl WHGOpPMALUH, OOECIIEUHBAIOIINE PEATU3ALHIO
TEXHUYECKUX Mep 10 00ecrieueHHI0 0e30MacCHOCTH 3HAYMMOTO 00BEKTa;

1) OCYIIIECTBIISIETCSI BRIOOP CPEACTB 3aIIUTHI HH(QOpMAIu U (MIIN) UX pa3padoTKa C y4eTOM KaTerOpHH
3HAYMMOCTH 3HAYMMOTO OOBEKTa, COBMECTUMOCTH C HPOTPaMMHBIMH M HPOTrpPaMMHO-anNnapaTHBIMU
CpeACTBaMH, BBITIOTHsIEMBIX (PyHKIMI 0€301TaCHOCTH U OTPAaHHYCHUH Ha IKCILTyaTalluio;

€) pa3pabaThIBacTCs apXUTEKTypa IOJCUCTEMBl OE30IMacHOCTH 3HAYMMOIO OOBEKTa, BKIFOYAIOMIAs
COCTaB, MECTa YCTaHOBKH, B3aUMOCBSI3U CPEJICTB 3aLUThl HHPOPMALIUH;

) ONpeAeNsIFoTCs TpeOOBaHMs K MapaMeTpaM HaCTPOWKH MPOTPaMMHBIX M MPOTPaMMHO-aNapaTHBIX
Cpe/ACTB, BKIIIOYAsi CPEACTBA 3aIIUTHl MH(POpPMANNHU, 00eCTIeYrBalOINe PEeaNTn3alii0 Mep M0 00ECTIEYeHUTO
Oe3omacHocTH, ONOKHpOBaHWE (HEWTpalu3aluio) yrpo3 O0e30MacHOCTH WHPOpMAIM W yCTpaHEHHE
YSI3BUMOCTEN 3HAUNMOT0 OOBEKTa;

3) OMpENENIOTCSI Mepbl 0 00ecTieYeHnI0 Oe30MacCHOCTH TPH B3aUMOJICHCTBUH 3HAYMMOTO OOBEKTa C
WHBIMH OOBEKTaMH KPHUTHUYECKOW HH(MOPMAIMOHHOW HHQPPACTPYKTYpHI, MH(POPMALMOHHBIMH CHCTEMaMH,
aBTOMATH3MPOBAaHHBIMU CUCTEMAaMU YIPABICHUS WX HHPOPMAIMOHHO-TEJIEKOMMYHHKALMOHHBIMH CETSIMH.

B caywae ecim B XOome MPOEKTHUPOBAaHUS TIOACHUCTEMBbI OE€30MACHOCTH 3HAYMMOTO OOBEKTa
MpeaycMOTpeHa pa3paboTKa MPOrpaMMHOTI0 00ecTIeYeH s, B TOM YHUCIIE IIPOIrPAaMMHOTO 00ECTIeYeHHs CPEJICTB
3amuTel MH(pOpMaIMM, Takas pa3padoTKa MPOBOJAWTCS B COOTBETCTBHM CO CTaHAapTamMHu Oe30mmacHON
Pa3paboTKH MPOrpaMMHOTO 0OECTICUEHHSL.

PesynbTarhl MpOEKTUPOBAHUS TIOACHUCTEMBI OE30MACHOCTH 3HAYMMOTO OOBEKTa OTpaKAIOTCS B
MPOEKTHOH JOKYMEHTAIMX Ha 3HAYUMBIi 00BEeKT (IOACUCTEMY O€30MTaCHOCTH 3HAYMMOTO 00BEKTa).

B memsix TecTUpOBaHWS MOACHUCTEMBI O€30MACHOCTH 3HAYMMOIO OOBEKTa B XOZAE MPOEKTUPOBAHUS
MOJET OCYIIECTBISTBHCS €€ MaKeTHPOBAaHHE I CO3/IaHUE TECTOBOM cpelibl. TeCTHpOBaHWE JOJIKHO OBITh
HaTpaBJICHO Ha:

oOecriedyeHne paboTOCIOCOOHOCTH M COBMECTHMOCTH BBIOPAHHBIX CPEICTB 3alMTH MHG)OpMAIHU C



MPOTPaMMHBIMHU U aNlapaTHBIMH CPEICTBAMHU 3HAUNMOTO 00BEKTa;

MPaKTUIECKYI0 0TPabOTKY BBHIMOJIHEHHS CPEACTBAMHE 3alIUThI HH(OpMauy QyHKIMH 0€30MacHOCTH;

WCKJTIOYECHHE BIUSTHHSA TIOJICUCTEMBI 0€30MaCHOCTH Ha ()YHKIMOHUPOBAHUE 3HAYMMOTO 00BEKTA.

MakeTnpoBaHue TOJACHUCTEMBI O€30MacHOCTH 3HAYMMOTO OOBEKTa M €€ TECTUPOBAHHUE MOXKET
MPOBOJNUTHECSA C WCIONB30BAHWEM CpPEIACTB M METOJOB MOJEIUPOBAHUS, a TakKXKe C HCIOIb30BaHHUEM
TEXHOJIOTHI BUPTYyaIH3aLlnH.

[Ipn poexTHpOoBaHUH MOACHUCTEM 0E30MAaCHOCTH 3HAYUMBIX 0OBEKTOB, SBISIOMNXCS HH(POPMAIIMOHHO-
TEJIeKOMMYHHUKAIIMOHHBIMA CETSIMH, HacTosmme TpeOoBaHWS TPHUMEHSIOTCA C y4eroM TpeGoBaHuWil K
MPOEKTHPOBAHUIO CETEH AIEKTPOCBS3H, YTBEPKACHHBIX MprKazoM MuHKoMcBs3u Poccun ot 9 mapra 2017 1.
N 101 (3aperucrpupoBan Muntoctom Poccun 31 mas 2017 r., peructpanmonnsiii N 46915), a Takke WHBIX
HOPMAaTHBHBIX IIPABOBBIX AaKTOB (heepalbHOTO OpraHa WCIOJHUTENHFHOW BIIACTH, OCYIIECTBIISIONIETO
¢yHKIMM 10 BBIpaOOTKE H peanu3aldd TOCYAapCTBEHHOH MOJUTHKA W HOPMAaTHBHO-TIPABOBOMY
pEryanpOBaHUIO B 00JaCTH CBS3H.

11.3. Pa3paboTka pabouei (9KCILTyaTaIlMOHHOW) JOKYMEHTALMN Ha 3HAYUMBIH 00BEKT OCYIIECTBISETCS
B COOTBETCTBUU C TEXHHYECKUM 3aJ]aHMEM Ha CO3J[aHHe 3HAYNMOTO O0BEKTa M (WJIM) TEXHHUECKUM 3aJaHHEeM
(YaCTHBIM TEXHUYECKUM 3aJaHHEM) Ha CO3JJaHHE MOJCHUCTEMBbl 0€30MACHOCTH 3HAYMMOTO 00BbEKTa Ha OCHOBE
IIPOEKTHOM JOKYMEHTALIVH.

Pabouas (9kcrmyaTariioHHas ) JOKYMEHTAHS Ha 3HAYUMBIH O0BEKT JI0OJDKHA COAEPIKATh!

OTMCaHHE apXUTEKTYPHI MOJCUCTEMBI 0€30MACHOCTH 3HAYNMOT0 O0BEKTa;

MOPSIIOK U IIapaMeTpbl HACTPOMKU IIPOrPAMMHBIX U IPOTPaMMHO-ANIAPATHBIX CPEACTB, B TOM YHUCIE
CPEICTB 3aIIUTHI HPOPMAIIHH;

MpaBmiia AKCIDTyaTallid MPOTPAMMHBIX M TPOTPAMMHO-AIMAPATHRIX CPEJICTB, B TOM YHCIE CPEACTB
3alUThl HHPOpManuu (TpaBuiia 0€30M1aCHON YKCILTyaTalllH ).

CoctaB u (opMbl pabodeild (IKCIUTyaTallHOHHOHN) JOKYMEHTAIIMH OTPEAETSIOTCS B COOTBETCTBUH C
TeXHHYECKUM 33/J]aHHEM Ha CO3/[aHHe€ 3HAYMMOTO OO0BeKkTa ¥ (WIM) TEXHWYECKUM 3a/JaHreM (YacTHBIM
TEXHUYECKUM 3aJlaHAeM) Ha CO3/IaHUE MOJICHUCTEMBI 0€30MACHOCTH 3HAYMMOT0 OOBEKTA.

Bheopenue opzanu3auuoHnbIX U MEeXHUYECKUX Mep HO 00ecneueHuIo
b0e3zonacnocmu 3HAYUMO20 00bEKMa U 6600 €20 6 oelcmeue

12. BHenpeHne OpraHM3alMOHHBIX M TEXHHYECKUX MEp MO 00eCIedYeHHI0 0e30HacHOCTH 3HAYMMOTO
00bEKTa OpPraHu3yeTcs CyObEKTOM KPHUTHYECKOW WH(POPMAIMOHHON HHQPACTPYKTyphl B COOTBETCTBHUHU C
MPOEKTHOM W paboyeil (IKCIUTyaTAallMOHHOM) JOKyMEHTAllMei Ha 3HAYMMbIM OOBEKT, CTaHIAapTaMU
OpTraHu3alyil ¥ BKIIFOYAET:

a) YCTAaHOBKY U HACTPOMKY CPEICTB 3alIUThl HHPOPMAIMK, HACTPOWKY MPOrpaMMHBIX U MPOrPaMMHO-
anmapaTHBIX CPENICTB;

0) pa3paboTKy OpraHWU3aAIMOHHO-PACIIOPSIUTENBHBIX JIOKYMEHTOB, PErIAMEHTHUPYIOIIUX TpaBHia W
npouenypsl obecnedeHus 6e30MacHOCTH 3HAYMMOT0 O0BEKTa;

B) BHEJIpEHHE OPTaHU3aIMOHHBIX MEp MO 00eCTIeYeHUI0 0e30MTaCHOCTH 3HAYUMOTO 00BEKTa;

T') Ipe/IBapUTEeNbHBIC UCIBITAHHS 3HAYUMOTO 00BEKTA U €r0 MOJCHCTEMbI 0€30IIaCHOCTH;

) OTIBITHYIO KCIUTyaTalHI0 3HAUMMOT0 O0BEKTa U €ro NOJCHCTEMbI 0e3011aCHOCTH;

€) aHaJIU3 YA3BUMOCTEH 3HAUMMOI0 OOBEKTa M NPUHITHE MEP 0 UX YCTPAHEHHUIO;

) IPUEMOYHBIE UCTIBITAHUSI 3HAYUMOTO 0OBEKTa H €ro MOJICUCTEMbI 0€30TTaCHOCTH.

Mo pemennto cyobekTa KpUTHUECKOW HHPOPMAIIMOHHON HHPPACTPYKTYPHI K pa3pabOTKe 1 BHEAPEHHIO
OPTaHM3allMOHHBIX W TEXHUYECKHX Mep IO O0eclneueHHI0 Oe30MacHOCTH 3HAYMMOro OOBEKTa MOXKET
MIPUBIIEKATHCS JIULO, IKCIUTyaTHpyolee (IIaHUPYIOIIee SKCIITyaTHPOBATh) 3HAYMMBIN OOBEKT.

12.1. YcraHOBKa M HACTPOWKA CPEJICTB 3alIUThl MH(POPMAIHU JTOJKHA MPOBOJUTHCS B COOTBETCTBUU C
MPOEKTHOH M pabouell (3KCIUTyaTallMOHHON) TOKYMEHTAMel Ha 3HAYMMBIH OOBEKT, a TAKXKE B COOTBETCTBUU
C 9KCIUTyaTallMOHHOHN JOKyMEHTAlMel Ha OTAEIbHBIE CPEICTBA 3aLIUTHl HMHPOPMALIH.

[Ipu ycraHOBKE WM HACTPOMKE CPEJCTB 3aIIUTHl MH(QOPMAIMU JOJDKHO OBITh 0OECTIEYeHO BBHITIOJHEHUE
OTpaHMYEHUHA Ha OKCIUTyaTalMI0 3THUX CPEACTB 3alluThl HHOOpMAlMU, B CiIydae HUX HaIW4YHA B
9KCIUTyaTallMOHHON JOKyMEHTALUH.

12.2. PazpabarbiBacMble OpPTaHU3AIMOHHO-PACIIOPSIUTEIbHBIE JOKYMEHTHI 10  0Oe30MacHOCTH
3HAYMMOTO OOBEKTA JIOJHKHBI OTIPEICIISITh MIPAaBUiIa U MPOIETyphl PealH3allii OTACIbHBIX OpraHU3aIllMOHHBIX
U (WIM) TEXHUYECKUX Mep (HMOJIUTHK 0€30MacHOCTH), pa3pab0TaHHBIX U BHEAPEHHBIX B PAMKAaX MOJCHCTEMBI



0e30IacHOCTH 3HAYNMOTO OOBEKTa B COOTBETCTBHH ¢ TtaBoi 11l HacTrosmmx TpeboBaHuUi.

OpraHn3aioHHO-PacTOPSANTENbHBIE JOKYMEHTB MO O€30MaCHOCTH 3HAYMMOTO OOBEKTa JIOJKHBI B
TOM YHCJIe YCTaHaBIMBaTh IpaBuja Oe30macHO pabOThl PabOTHUKOB, AKCILTYaTHPYIOIIMX 3HAYMMBbIC
OOBEKTHI, U PaOOTHUKOB, 0OECTICUNBAOIINX (YHKIMOHUPOBAHNE 3HAYMMBIX OOBEKTOB, a TaKXKe AEWCTBUS
pabOTHUKOB TIpU BO3HMKHOBCHHWW HEINTATHBIX CHUTYyalldif, B TOM 4YHCJEC BBI3BAHHBIX KOMITBIOTCPHBIMH
WHIMJICHTAMH.

CoctaB u (GOpPMBI OpPraHU3ANMOHHO-PACHIOPSTUTEIBHBIX JIOKYMEHTOB MO 0O€30MaCHOCTH 3HAYHMMBIX
OOBEKTOB OIPENEeNISIOTCS CYOBEKTOM KPUTHYECKOW WH(QOPMAIMOHHOW HWHGPACTPYKTYPHl C y4ETOM
0c0OEHHOCTEH ero AesTeIbHOCTH.

12.3. Tlpu BHeOpeHUM OpraHMU3alMOHHBIX MEp MO oOecreueHHIo 0e30MacHOCTH 3HAYMMOTO OOBEKTa
OCYIIECTBISIFOTCS:

a) OopraHm3anusi KOHTpoJs (PU3MYECKOro AOCTyNa K MPOrpaMMHO-alapaTHBIM CPEACTBAM 3HAYHMOTO
00BEKTa 1 ero JTMHUSAM CBSI3H;

0) peaymzanyisi TPaBWI pa3rpaHHUYCHUS JIOCTYIA, PETVIAMEHTUPYIOIIUX IpaBa JOCTyHa CyObEKTOB
JOCTyIa K 00BEKTaM J0CTYIIA, ¥ BBEJICHUE OIPAaHWYCHUI Ha JICHCTBHUS TIOIb30BaTENCH, a TAaK)Ke Ha N3MECHEHNE
YCIIOBUH SKCIUTyaTally, COCTaBa M KOHPHUTYPaLUU MPOTPaAaMMHBIX U TIPOTPaMMHO-AIIapPaTHBIX CPEJICTB;

B) IMPOBCPKA MOJHOTBI U ACTAJIBHOCTH OIMMCAHHA B OPraHHU3allMOHHO-PACIIOPAAUTECIIBHBIX HOKYMCHTAX
1o 6e30MaCHOCTH 3HAYUMBIX OOBEKTOB JICHCTBUII MONTK30BATENEH U 8 IMUHUCTPATOPOB 3HAYUMOT'O 00BEKTA 110
peanu3anuy OpraHu3aluoOHHBIX Mep;

T') ollpeieNieHHe aIMUHHACTPATOpa 0€30IIaCHOCTH 3HAYNMOTO 00BEKTA;

J1) oTpaboTKa JACHCTBHUI TOJIb30BATEICH U aJMUHUCTPATOPOB 3HAYMMOTO O0BEKTA MO PeaTH3aiud Mep
o oOecreYeHn0 OE30MMaCHOCTH 3HAYNMOT0 00BEKTA.

12.4. TlpeaBapuTeNbHbIC UCTBITAHKS 3HAYMMOIO OOBEKTAa M €ro MOACHCTEMBI 0€30MaCHOCTH JOJDKHBI
MPOBOJUTHECSA B COOTBETCTBHM C MPOrPAMMOW M METOJMKAMHU MPEIABAPUTEIBHBIX WCIBITAHUA H BKIIOYATH
MPOBEPKY pPabOTOCIIOCOOHOCTH IOACHCTEMBI 0€30MacHOCTH 3HAYMMOTO OOBEKTa M OTAENBHBIX CPEICTB
3allHUThI I/IH(bOpMaHI/II/I, OLCHKY BJIMAHHA MNMOACHUCTEMBIL 6e3OHaCHOCTI/I Ha q)yHK]_[I/IOHI/IpOBaHI/IC 3HAa4YNMOIo
00beKTa MpPU MPOCKTHBIX PEXHMaxX €ro padOThl, YCTAHOBIICHHBIX MPOEKTHOW NOKYMEHTAIMEH, a Takke
MPUHATHE PEIICHUS O BO3MOXXHOCTH ONBITHOM SKCIUTyaTallid 3HAYMMOrO0 OOBEKTa M €ro MOJCHCTEMBI
0e30macHOCTH.

12.5. OmpiTHas SKcIuTyaTanuss 3HAYUMOTO OOBEKTa W €ro MOJCHCTEMBI OE€30MaCHOCTH JOJDKHA
MPOBOJUTHECS B COOTBETCTBUU C MPOrPAMMOM ¥ METOJMKAMHM OIBITHOW SKCIUTyaTallMd U BKIIIOYATH MPOBEPKY
(YHKIMOHUPOBAHUS TOJCHCTEMbI OE30MACHOCTH 3HAYMMOrO0 OOBEKTa, B TOM 4YHCIE pPEaTn30BaHHBIX
OpPraHU3allMOHHBIX U TEXHUYECKUX MEp, a TAKXKE 3HAHUM M yMEHMM IOJb30BaTENEd U aJMUHUCTPATOPOB,
HEOOXOIUMBIX JIJISl KCIUTyaTallMy 3HAYUMOT'0 00BEKTA U €ro MOJICUCTEMbI OE30MaCHOCTH.

12.6. Ananu3 ys3BHUMOCTEHl 3HAUYUMOro OOBEKTA MPOBOJUTCSA B LENSX BBIABICHUS HEIOCTATKOB
(cmabocTeit) B mojacucTeMe 0€30MaCHOCTH 3HAYMMOTO OOBEKTa U OIICHKH BO3MOYKHOCTH HX HUCIIOJIb30BaHUS
JUIsL peanu3aly yrpo3 OeszomacHocTH WHopManuu. [Ipu 3ToM aHanmmM3y moJuiexar YsA3BUMOCTH KOJa,
KOH(UTYPALUHU U apXUTEKTYPbl 3HAYUMOT0 00BEKTA.

AHanu3 ysa3BUMOCTEHN MPOBOAUTCA IS BCEX MPOTrPaMMHBIX U IPOTPaMMHO-AIIAPaTHBIX CPEACTB, B TOM
4HCIIe CPEACTB 3alUThl HH)OPMAIINH, 3HAYUMOTO 00BEKTA.

ITpu npoBecHUN aHANIN3a YA3BUMOCTEH MPUMEHSIFOTCS CIIEIYIOIIUE CIIOCOOB! UX BBISBICHUS:

a) aHalU3 TPOCKTHOW, paboueil (IKCIIyaTAMOHHOW) JOKYMEHTAllMd U  OpPraHu3al[HOHHO-
pacropsAUTENLHBIX JOKYMEHTOB 10 6€3011aCHOCTH 3HAYUMOTO 00BEKTa;

0) aHaIM3 HACTPOEK MPOTPAMMHBIX M POTPAMMHO-ANIIAPATHRIX CPEJCTB, B TOM YHCJIE CPEJICTB 3aIIUThI
nH(pOpMAITUH, 3HAYNMOTO 00BEKTa;

B) BBISBICHHE W3BECTHBIX YSI3BUMOCTEH MPOTPaMMHBIX M MPOTPaMMHO-ANIapaTHBIX CPENCTB, B TOM
qHcie CPeACTB 3allUThl MH(POpPMAIWH, MOCPEJCTBOM aHAlM3a COCTaBa YCTAHOBICHHOTO MPOTrPaMMHOTO
obecriedeHus] 1 OOHOBJICHUH 0E€30IaCHOCTH C IPUMEHEHHEM CPEICTB KOHTPOJIS (aHadu3a) 3aIlMIIEHHOCTH H
(M) MHBIX CPENICTB 3aIUThl HHPOPMALUH;

T') BBISIBIIEHHE W3BECTHBIX YA3BUMOCTEH IPOTPaAaMMHBIX M IPOTPAMMHO-ANIapaTHBIX CPENCTB, B TOM
YHCIe CPEACTB 3aIlUTHl MH(POPMALMHU, CETEBBIX CIYKO, AOCTYMHBIX IUISI CETEBOTO B3aWMOJECHCTBUS, C
MPUMEHEHUEM CPEICTB KOHTPOJIS (aHAIN3a) 3alIMIICHHOCTH;

J1) TECTUPOBAHHE Ha NMPOHMKHOBEHHE B yCIOBHIX, COOTBETCTBYIOIIMX BO3MOXKHOCTSAM HapyIIWUTEINEH,
OMPEICICHHBIX B MOJIEIIH YIP0O3 0€30MacHOCTH HHPOPMALIHH.

[IpumeHeHne ciocoOOB U CPeACTB BHISABICHUS YSI3BUMOCTEH OCYIIECTBISIETCS! CYOBEKTOM KPUTUYECKOM



nH(pOpMAITHOHHONW HHPPACTPYKTYPHI C YIETOM OCOOCHHOCTEH (PYHKITMOHUPOBAHUS 3HAUNMOTO 00BEKTA.

JomnyckaeTcs mpoBeneHre aHaln3a ysI3BUMOCTel Ha MakeTe (B TECTOBOM 30He) 3HAUMMOT0 OOBEKTa HITH
MaKeTax OTAENbHBIX CErMEHTOB 3HAYMMOT0 00BEKTA.

AHanm3 ysI3BHUMOCTEH 3HAYMMOTO OOBEKTa MPOBOIUTCS 1O BBOAA €ro B JEiCTBHE Ha JTamax,
OTIpeIeTIIEMBIX CyOBEKTOM KPUTHIECKON HH()OPMAITMOHHOW HH(PACTPYKTYPHI.

B cny4ae BbLABIIEHHS YSA3BHMOCTEH 3HAYUMOTO OOBEKTa, KOTOPhIE MOTYT OBITh HCIIONB30BAHBI LIS
peanm3anuu (CrocoOCTBOBaTh BO3HMKHOBEHHIO) Yrpo3 0€30MacHOCTH WH(GOpPMAINH, TPUHUMAIOTCS MEpHI,
HampaBlieHHblE Ha WX YCTPAaHEHHWE WM HWCKIIOYAON[He BO3MOXKHOCTH HWCIIONB30BAaHUS (IKCILTyaTallny)
HapyIIUTEIEeM BBISBICHHBIX YSI3BUMOCTEH.

[To pesymbraTaM aHanmM3a YSA3BUMOCTEH IOIDKHO OBITH MOATBEPXKIACHO, YTO B 3HAYUMOM OOBEKTE,
OTCYTCTBYIOT YSI3BUMOCTH, KAaK MUHUMYM COJeprKalirecs: B 0aHKe TaHHBIX yTpo3 0e30macHoCTH HHpOpMAIIH
OCTOK Poccun, ykazannom B myHkTe 11.1 Hactosmux TpeOGoBaHMiA, WM BBISBICHHBIE YS3BUMOCTH HE
MPUBOJAT K BOSHUKHOBEHHIO YTPpo3 6€30MacHOCTH WHPOPMAIIUH B OTHOIIEHUH 3HAYUMOT0 OOBEKTA.

12.7. B xome npreMOYHBIX UCITBITAHUN 3HAYMMOT0 00BEKTa M €r0 MOACHCTEMBI 0€30IMaCHOCTH JOJDKEH
OBITh MPOBENEH KOMIUIEKC OPTaHM3AIMOHHBIX M TEXHUYECKHUX MEpPONPHUATHH (MCIBITaHUN), B pe3yibTare
KOTOPBIX MOATBEPKAAETCS COOTBETCTBUE 3HAYMMOTO OOBEKTa M €ro MOJCHCTEMbI 0e30MaCHOCTH HACTOSAIINM
TpeboBanusaM, a Takxke TpeOOBAaHMSAM TEXHHYECKOTO 3aJaHUs Ha CO3JaHHE 3HAYMMOTOo OO0BeKTa W (W)
TEXHUYECKOT0 3ajaHusi (YaCTHOTO TEXHWYECKOTO 3aJaHWsA) Ha CO3JaHHe TOICHCTEMBI 0e30MacHOCTH
3HAYUMOTO 0OBEKTA.

B kauecTBe HCXONHBIX [AHHBIX MpPHU MPUEMOYHBIX HCHBITAHUSAX HWCIONB3YIOTCS MOJAETh YIpo3
Oe3ormacHOCTH WH(GOPMAIMH, PE3yNIbTaThl (aKT) KaTEerOPHPOBAHMSA, TEXHHYECKOE 3a/JlaHMe Ha CO3/IaHHe
(MOnepHM3aMI0) 3HAYMMOTO OO0BEeKTa M (WMJIM) TEXHHYECKOE 3a/laHre (JacTHOe TEeXHWYECKOe 3a/laHhe) Ha
CO3JIaHME TIOACUCTEMBbI 0E30MAaCHOCTH 3HAYMMOTO OOBEKTa, MPOEKTHas M pabodas (IKCIUTyaTalioHHAs)
JOKYMEHTAIMs Ha 3HAYMMBIAH OOBEKT, OpraHH3alliOHHO-PACIOPAIUTENbHBIE JOKYMEHTHI M0 0€30MacHOCTH
3HAYNUMBIX 00BEKTOB, PE3yNbTaThl aHAIH3a YA3BUMOCTEH 3HAYMMOr0 00BEKTa, MaTepUaNTbl MTPEIBAPUTEIHHBIX
WCTIBITAHWUI M ONBITHOM SKCIUTyaTalluH, a TakkKe WHbIC JOKYMEHTHI, pa3padaThiBaeMbleé B COOTBETCTBHU C
Hactosmumu TpeboBaHusIME U TPEOOBaHUSMH CTAaHAAPTOB OPTaHU3AIINH.

[IpuemMouHbIe WCTIBITAHUS 3HAYUMOTO OOBEKTa M €ro IOJICUCTEMBI O€30MaCHOCTH MPOBOMAATCS B
COOTBETCTBUM C MPOrpaMMOM U METOJMKON HNPHEMOUYHBIX UCOBITAHUMN. Pe3ynbTaThl MPUEMOUYHBIX UCTIBITAHUI
3HAYUMOTO OOBEKTa M €ro MOJACHUCTEMBbI 0E30MaCHOCTH C BBIBOJIOM O €€ COOTBETCTBHH YCTaHOBJICHHBIM
TpeOOBaHUAM BKIIFOUAIOTCS B aKT MPUEMKH 3HAYUMOTO 00BEKTa B IKCILTyaTaIlHIo.

B ciywae ecnu 3HaYMMBIH OOBEKT SIBIAETCS TOCYAapCTBEHHON WH(GOPMAITMOHHOW CHCTEMOW, B WHBIX
ClIy4asiX, YCTAHOBJICHHBIX 3aKOHOJATENBCTBOM Poccuiickoil dPenepanuu, a TaKKe B CIydae IHIPUHATHUSA
penieHns CyObeKTOM KPUTHYECKOH MH(POPMAMOHHON MHPPACTPYKTYPHI, OIIEHKAa 3HAYUMOTO OOBEKTa U ero
MOJICUCTEMBI 0€30IIaCHOCTH TPOBOJUTCS B (POpME aTTeCTallMd 3HAYMMOTO OOBEKTa B COOTBETCTBHUHU C
TpeboBanussMu o 3ammre MHQOpPMAIMK, HE COCTABISIONIEH TOCYAapCTBEHHYIO TaliHy, COZepiKalielcs B
TOCYJapCTBEHHBIX HH(POPMALIMOHHBIX cUCTeMaX, yTBepxaeHHbIME mpukazoM @CTIK Poccum ot 11 despans
2013 . N 17.

BBox B JeiicTBHE 3HAUYMMOTO OOBEKTAa M €ro MOJCHCTEMBI O€30MaCHOCTH OCYHISCTBIISIETCS TIPH
TIOJIOXKUTEIIPHOM 3aKIIFOUE€HUHU (BBIBOJIE) B aKTE MPUEMKH (WJIM B aTTECTATE COOTBETCTBHS) O COOTBETCTBHUH
3HaYMMOT0 00BEKTa YCTAHOBJICHHBIM TPeOOBAHHSM IO 00ECIIEYeHNI0 Oe301MacHOCTH.

Obecneuenue 6e3onacnocmu 3HA4UMO20 00bEKMA 6 X00¢e
€20 IKcnyamayuu

13. OOecrnieuenne ©€30MaCHOCTH B XOJA€ OKCIUTyaTallMd 3HAYUMOTO OOBEKTa OCYIIECTBIISIETCS
CyOBEKTOM KPHUTHYECKOH HH(OPMAIMOHHON WH(PPACTPYKTyphl B COOTBETCTBHUM C OKCIUIyaTallMOHHON
JOKYMEHTAIlMed W OpraHu3alliOHHO-PACIIOPSIUTEIFHBIMA JIOKYMEHTAMH TI0 O€30MacHOCTH 3HAYHMOTO
00BEKTa ¥ JOJDKHO BKJIFOYATH PEATTH3AIHNIO CISIYIOIIMX MEPOTIPUSTHIA:

a) MJIaHUPOBAHKUE MEPOIPUATHI 110 00ECIIEUCHHUIO OE30MIaCHOCTH 3HAYMMOT'0 O0OBEKTa,

0) aHam3 yrpo3 0e30macHOCTH HHGOPMAIMH B 3HAYMMOM OOBEKTE U TOCIEIICTBUI OT X peaM3alliy;

B) yIpaBlieHue (aJMUHUCTPUPOBAHKE) MOJACUCTEMOM O€30MIaCHOCTH 3HAYUMOT0 00BEKTA;

I) yIpaBjeHHe KOHPUTypalueil 3HaunMOro 00beKTa U ero MoJACUCTeMOl 0€30I1aCHOCTH;

1) pearnpoBaH1e Ha KOMIIbIOTEPHbIC HHIIMICHTHI B X0/1€ SKCIUTyaTalliy 3HAYMMOT0 00BbEKTa;

€) obecrieyeHne ACHCTBUH B HEIITATHBIX CUTYAIMIX B X0J/I€ SKCIUTyaTallud 3HAYMMOTO O0OBEKTa;



) HHOPMHUPOBAHUE U 00yUEHHUE MTEPCOHANA 3HAYMMOI'0 00BEKTa;

3) KOHTPOJIb 32 oOecrieyeHreM 0e30MacHOCTH 3HAaUMMOr0 OOBEKTa.

13.1. B xozme mnaHuWpoBaHMS MEPONPUATHH MO oOecreyeHHio Oe30MacHOCTH 3HAYUMOTO OOBEKTa
OCYILECTBIISIFOTCA:

a) OIpeIeNICHHE JML, OTBETCTBEHHBIX 3a IUIAHMPOBAHHE M KOHTPOJb MEPONPHATHI IO 00ECIEUCHHIO
0e30MacHOCTH 3HAYMMOTO OOBEKTa;

0) pa3paboTka, yTBEpPXKIEHHE W aKTyaJIH3alus IIaHa MEPONPUATHH MO O0eCIeYeHHI0 0e30TacHOCTH
3HAYUMOI'0 00BEKTA;

B) ONpeAeiCHUS] TOpPAAKAa KOHTPOJS BBINOJHEHUS MEpONpUSTHH MO obecredyeHuro Oe30macHOCTH
3HAYUMOTO 00BEKTA, MPEAYCMOTPEHHBIX YTBEPKIECHHBIM TLIIaHOM.

IInanupoBanre MEpPONPUATHA TI0 OOCCICUYCHHIO OE30MacHOCTH 3HAYUMOTO OOBEKTa JOJHKHO
OCYIIECTBIISITECS. B paMKax Ipolecca IUIAaHUPOBaHUs, BHEAPEHHOTO B COOTBETCTBHU C TpEOOBaHUSAMH K
CO3JIaHHMI0 CHCTEM O€30MacHOCTH 3HAYMMBIX OOBEKTOB M oOecrmedeHnto uX (YHKIMOHUPOBAHUS,
YTBEPJACHHBIMH B COOTBETCTBHH C ITyHKTOM 4 dactu 3 crateu 6 PenepanpHoro 3akoHa ot 26 utoist 2017 r.
N 187-®3 "O 6e30macHOCTH KpUuTHUECKON HHDopMarmoHHoi nHpacTpykTypbl Poccuiickoii denepanmn’.

13.2. B xome ananm3a yrpo3 Oe3omacHOCTH HH(OpMANMKM B 3HAYUMOM OOBEKTE M BO3MOXKHBIX
MOCJEICTBUN MX peaTU3alii OCYIIECTBISIOTCS:

a) aHAJIU3 YA3BUMOCTEH 3HAUMMOI'0 OOBEKTa, BO3HUKAIOLINX B XOJI€ €r0 SKCIUTyaTalllH;

0) aHanu3 M3MEHEHHUs yrpo3 0e30macHOCTH UHPOPMAIMK B 3HAYMMOM O0BEKTE, BO3HUKAIOIINX B X0/
€ro DKCIUTyaTalllu;

B) OLICHKa BO3MOXHBIX IOCIEICTBUI peanu3aluyd yrpo3 0e30macHOCTH HH(POPMAIMM B 3HAYHMOM
00BEKTE.

[lepnognuHOCTH  MPOBEACHUS  YKa3aHHBIX  paboT  ompeaensieTcsi CYOBEKTOM  KPUTHYECKOH
MHGOPMALMOHHON HMH(PACTPYKTYpbl B OPraHU3aLMOHHO-PACIOPSIUTEIbHBIX JOKYMEHTaX MO 0e30MacHOCTH
3HAYNMBIX OOBEKTOB C YI€TOM KaTerOPHH 3HAYUMOCTH 00beKTa U 0COOEHHOCTEH ero (DYHKITMOHUPOBaHUSI.

13.3. B xonme ympapieHus (aAMHHUCTPUPOBAHUS) IMOJCHUCTEMON OE30MaCHOCTH 3HAYMMOTO OOBEKTa
OCYIIECTBISIOTCA:

a) OmIpejAeleHUE JIML, OTBETCTBEHHBIX 3a YIpaBieHHE (aIMHUHUCTPHUPOBAHHE) MOICHCTEMOM
0€30MacHOCTH 3HAYMMOTO 00BEKTA;

6) YIIPAaBJICHUEC YUYCTHBIMU 3allUCAMU MoJb30BaTeNIeH 1 ImoAACPKaHNUEC B aKTyaJIbHOM COCTOSHHUU ITPaBUJL
pasrpaHUYeHus 10CTyIa B 3HAYUMOM OOBEKTE;

B) yIpaBJIEHHE CPEACTBAMH 3aLIUTHl MHPOPMALIMH 3HAYUMOI'0 O0BEKTa;

r) ymnpaBlieHHEe OOHOBICHHSMH NPOTPAMMHBIX W MPOTrPaMMHO-ANMapaTHBIX CPEJCTB, B TOM 4YHCIE
CPEACTB 3aILUTHl HH(POPMALIUH, C YIeTOM 0COOCHHOCTEH (PYHKIIMOHMPOBAHUS 3HAUMMOI'0 OOBEKTa;

) LCHTPAIM30BAaHHOE YIPABJICHUE MOJACHCTEMOH O€30MacHOCTH 3HAYMMOro oObekTa (TIpH
HEO0XOMMOCTH);

€) MOHHUTOPHUHT M aHallM3 3apeTUCTPHPOBAHHBIX COOBITHH B 3HAYMMOM OOBEKTE, CBS3AHHBIX C
obecrieyeHEM 0€30IaCHOCTH (J1ajiee - COOBITHS OE30IaCHOCTH);

) COMPOBOXACHUE (DYHKIIMOHUPOBAHHS TMOJCHCTEMbI O€30MAaCHOCTH 3HAYUMOTO OOBEKTa B XO/E ee
OKCILTyaTallhu, BKJIIO4asl BEACHUC 3KCHHyaTaHHOHHOI>'I JOKYMCHTalU U OPraHUu3allMOHHO-PACTIOPAAUTCIIBHBIX
JOKYMEHTOB 0 0€30I1aCHOCTH 3HAYNMOTO OOBEKTA.

13.4. B xozxe ynpaBieHus1 KOHQUrypauyuei 3Ha4uMoro o0beKTa M €ro MOJCHCTEMbI 0€30MIaCHOCTH IS
enei odecnedeHus ero 6€30MacHOCTH OCYIIECTBISIOTCS:

a) OmpeJeNieHHe JIUI, KOTOPBIM pa3pellieHbl JEUCTBHS 10 BHECEHUIO W3MEHEHHWH B KOHQUTYpaIHIO
3HAYUMOTO 0OBEKTA U €ro0 MOJICUCTEMbI 0€30IIaCHOCTH, U MX NOJTHOMOYHH;

0) ompejeneHre KOMIIOHEHTOB 3HAYMMOI'O OOBEKTa U €ro IMOJCUCTEMBbI 0€30MaCHOCTH, MOJyIeKAIINX
W3MEHEHHUIO B paMKax yrpaslieHHs KoHGuryparmu (uaeHTuduKaus o0beKTOB YIpaBieHus] KOHpUrypaum):
MporpaMMHO-anmnapaTHele, MPOrpaMMHBIE CPEICTBA, BKJIIOYAs CpPEACTBA 3aIUTHl HMHQOpPMAnMH, U HX
HAaCTPOHMKM M TNPOrPaMMHBIH KO, SKCIUTyaTallMOHHAs JOKyMEHTalusi, HHTepdeiichl, (ailiiel U uHBIE
KOMITOHCHTBI, IMOAJIC)KAIIUE N3MECHCHUTIO 1 KOHTPOJIIO,

B) YOpaBIeHHE HM3MEHEHHAMH 3HAYUMOIO OOBEKTa M €ro MOACHCTEMbI Oe30MacHOCTH: pa3paboTka
MapamMeTpoB HACTPOMKH, 0OECHeunBaIOIMX Oe30MacHOCTh 3HAYMMOIO OO0BEKTa, aHaIM3 MOTCHUIHATLHOTO
BO3JICUCTBHS  IJIAHUPYEMBIX H3MEHEHMH Ha  oOecredeHue Oe30MacHOCTH 3HAYUMOro  OOBEeKTa,
CAaHKIIMOHUPOBAHUEC BHCCCHUA W3MEHEHWI B 3HAYUMBIA OOBEKT H €ro IMOJACUCTEMY 6C3OHaCHOCTI/I,
JOKYMEHTHUPOBAaHUE JACHCTBUH MO BHECEHHIO M3MEHEHHMH B 3HAYUMBI OOBEKT W COXpaHEHHE IAaHHBIX 00
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W3MEHCHUSIX KOHQHUTYpaITUH;

T') KOHTPOJIb ACUCTBHI IO BHECEHUIO N3MEHEHUH B 3HAUMMBIN OOBEKT U €ro MOACUCTEMY 0€30I1aCHOCTH.

PeanuzoBanHble Mpolecchl YMpaBiICHUS HW3MEHEHUSIMH 3HAYUMOIO OOBEKTa M €ro MOJCHCTEMEI
0€301MacHOCTH JOJDKHBI OXBATHIBATH MPOIECCH TAPAHTHWHOTO U (MIJIH) TEXHUYIECKOTO OOCITYyKHBaHUS, B TOM
qucie JUCTAHIMOHHOTO (YAaJeHHOT0), MPOTPaMMHBIX W TPOrpaMMHO-AIMapaTHBIX CPENCTB, BKIOYAs
CpeACTBa 3aIUThl HHPOPMALIUH, 3HAYUMOTO OOBEKTA.

13.5. PearnpoBanue Ha KOMITBIOTEPHBIC WHIMICHTHI OCYIIECTBISETCS B TOPSIKE, YCTAHOBICHHOM B
COOTBETCTBHH C IyHKTOM 6 yactu 4 ctathu 6 DenepanpHOro 3akoHa oT 26 mions 2017 r. N 187-03 "O
0e30macHOCTH KpuTHYeCcKOol nHpopManrnonHol HHGpacTpykTypbl Poccuiickoit deaepannn’.

Jns pearmpoBaHUsl Ha KOMIBIOTEPHBIC WHIMICHTHI ONPEACIAIOTCS PaOOTHHKH, OTBETCTBEHHBIE 32
BBISIBIICHHE KOMITLIOTEPHBIX UHIIUACHTOB U pEarupoBaHUe HA HUX, U ONPEACIISIIOTCS HX (PYHKITHH.

13.6. dns obecrieyeHus: NEHCTBUI B HEIITATHBIX CUTYalMAX MPU SKCIUTyaTallMd 3HAYUMOTO OOBEKTa
OCYILECTBIISIOTCA:

a) IJIAaHUPOBAHWE MEPOTNPHATHIA TO OOecredeHHI0 0e30MacHOCTH 3HAYMMOTO OOBEKTa Ha CIydaid
BO3HUKHOBCHHS HEITATHBIX CUTYAIINH;

0) oOyuenue u oTpabOTKa JACHCTBUN MEepPCOHANA IO 00ECIIEYCHUI0 0€30MaCHOCTH 3HAYUMOTO OOBEKTa B
CJIydya€ BOSHMKHOBCHUA HECIITATHBIX CHTyaHHﬁ;

B) CO3/IaHHE ANPTEPHATUBHBIX MECT XpaHEHHS W 00paboTKH MH(GOPMAIMHN Ha ciTy4dail BOSHUKHOBEHHUS
HEIITAaTHBIX CHTyaHHﬁ;

T') pe3epBUpPOBaHUE MPOTPAMMHBIX U MPOTrPAMMHO-AINAPATHRIX CPEJICTB, B TOM YUCJIE CPEICTB 3aIlUTHI
WHQPOPMAITUH, KAHAJIOB CBSI3W Ha CITy4Yail BOSHUKHOBCHHS HEINTATHBIX CUTYAIIHN;

) obecrieyeHUE BO3MOXKHOCTH BOCCTAHOBJICHHS 3HAYMMOTO OOBEKTa W (WJIHM) €ro KOMITOHEHTOB B
CJIydya€ BOSHMKHOBCHUA HECIITATHBIX CHTyaHHﬁ;

€) ONpe/eiCHUE TOpSAJKA aHANW3a BO3HHUKIIUX HEINTATHBIX CHTYallMid W TPUHATHA Mep IO
HEJIOMYIIECHHUIO UX TOBTOPHOTO BOSHUKHOBCHHSL.

13.7. B xone nHOopMHUpOBaHUs U O0YUEHUS MEPCOHAa 3HAUUMOTO 00BbEKTa OCYIIECTBIISIOTCS:

a) uHopMUpOBaHUE MepcoHana o0 yrpo3ax 0e30macHOCTH WHPOPMAIUH, O MpaBWIaX 0E30MacHOM
SKCIUTyaTalluy 3HAYUMOTO 00BEKTa;

0) noBeleHHE 10 TEpcoHana TpPeOOBaHHM MO 00ECHeUYeHUI0 OE30MacHOCTH 3HAYMMBIX OOBEKTOB, a
TaK)Ke IOJIOKESHUMN OpraiHu3aluOHHO-PpaACHOPAANUTCIIBHBIX JOKYMCHTOB I10 6G3OH3CHOCTI/I 3HAYUMBIX O6’BCKTOB
B YaCTH, NX KacarolIeHcs;

B) 00yYeHHE MepcoHaa MpaBuiaM SKCIUTyaTalluy OTIACIbHBIX CPECTB 3alIUThI HHPOPMAIIUH, BKIIOYAS
MpOBEICHIE MPAKTHUECKUX 3aHITHH C TIEPCOHATIOM;

I') KOHTPOJIb OCBEJOMIICHHOCTH TMEpCOHANa 00 yrpo3ax 0e30macHOCTH WH(OPMAIMU U YPOBHS 3HAHUIMA
MEePCOHANA 0 BOMpOocaM obecreueH s 0e30MacHOCTH KPUTHUYECKON HH(DOPMAIIMOHHON HHPACTPYKTYPHI.

[TepnogMUHOCTL TIPOBEACHUS YKA3aHHBIX MEPOINPHATHI YCTaHABIMBACTCS CYOBEKTOM KPUTHYECKOM
WHPOPMAITMOHHON UH(PACTPYKTYphl B OPraHU3AIMOHHO-PACTIOPSIIUTEIBHBIX JOKYMEHTaX MO 0e30MacHOCTH
3HAYMMOTO OOBEKTa C YYETOM KATErOpHHM 3HAYMMOCTH U OCOOCHHOCTEH (YHKIIMOHUPOBAHUS 3HAYUMOTO
00beKTA.

13.8. B xozne koHTpoJIs 32 0OecnieueHreM 0€30MacHOCTH 3HAYMMOT'0 O0BEKTa OCYIIECTBIISIOTCS

a) KOHTpPONb (aHANM3) 3alIMIIEHHOCTH 3HAYUMOTO0 OOBEKTa C Y4YeTOM OCOOEHHOCTEeH ero
(YHKIMOHUPOBAHUS;

0) aHamM3 W OlLEHKa (QYHKIMOHUPOBAHUS 3HAYUMOTO OOBEKTAa M €ro IMOJCUCTEMbl 0OE30MacHOCTH,
BKJIIO4Yasd aHaliu3 U YCTpaHCHUC y513BI/IMOCTeI71 1 HHBIX HEJOCTAaTKOB B q)yHK]_[I/IOHI/IpOBaHI/H/I IIOJACHUCTEMBI
0€30MacHOCTH 3HAYMMOTO O0BEKTA;

B) JIOKyMEHTHPOBaHHE MPOIEAYP U PE3yJIbTATOB KOHTPOJIS 3a o0ecriedeHneM 0e30MacCHOCTH 3HAYUMOT0
00BEKTA;

T') IPUHATHE PELICHHs 110 Pe3yJibTaTaM KOHTPOJIS 3a o0ecrieueHueM 0e30acHOCTH 3HAYMMOr0 00beKTa
0 HEOOXOJMMOCTH TOPAOOTKHU (MOAECPHHU3AIINH) €T0 MOJACUCTEMBI OE30IIACHOCTH.

Obecneuenue bezonacHocmu 3HAYUMO20 00bEKMa NPU 6b18600€
€20 u3 IKChayamayuu

14. OGecneuenue 0OS30MACHOCTH 3HAYMMOIO OOBEKTA MPH BBHIBOJAE €r0 M3 3KCIUTyaTalldd WJIU IOCIIe
MPUHATHS pElIeHUs 00 OKOHYaHWU 00pabOTKM WH(GOPMAIUU OCYIIECTBISETCS CYOBEKTOM KPUTHUECKOM
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“H(GOPMAILTMOHHON HHPPACTPYKTYPhl B COOTBETCTBHUH C AKCIUTYaTAllMOHHON JTOKYMEHTAI[MeH Ha 3HAYMMBIH
00BEKT U OpraHNU3aAOHHO-PACIIOPSAUTENFHBIMHI JOKYMEHTaMHU 10 6€30IacCHOCTH 3HAYUMOT0 OOBEKTa.

ObecnieueHre 0€30MAaCHOCTH 3HAYMMOTO OOBEKTa MpPU BBIBOAE €r0 W3 OKCIUTyaTallMd JOJKHO
MpeyCcMaTpPUBATh:

a) apXuBHpOBaHNE HHPOPMAITUHN, COEPIKAIIEHCS B 3HAUNMOM O0OBEKTE;

0) yHWYTOXXEHHME (CTUpaHHe) MAaHHBIX W OCTaTOYHOM WH(GOpMANMKM C MAIIMHHBIX HOCUTEIeH
nH(popMaIuu u (MIIM) YHUYTOKEHHE MAITHHHBIX HOCHTENEeH HH(POPMAIIHH;

B) YHHYTO)KEHUE TAaHHBIX 00 apXUTEKType M KOH(OUTYpaIny 3HAYNMOTO O0BEKTa;

T') apXUBHPOBAaHNE WM YHHUYTOKCHUE SKCIUTyaTallHOHHON JOKYMEHTAIlMH Ha 3HAYUMBIA OOBEKT M €ro
nojcucTeMy ©0€30MacHOCTH M OpPraHU3alMOHHO-PACIIOPSAUTENBFHBIX JOKYMEHTOB IO  0€30MacHOCTH
3HaYNMOT0 OOBEKTA.

14.1. ApxuBrpoBaHue HHPOPMALIUH, COJlepKalIeicsl B 3HAYMMOM OOBEKTE, JOIDKHO OCYIIECTBISITHCS B
cllyyae ee AajbHEHIIEro HCIONb30BaHUS B JACATENBHOCTH CyOBbEKTa KPHUTHUECKOW WH(POPMAIIMOHHOM
WH(PACTPYKTYPHI.

14.2. YanuytoXeHue (CTHpaHHE) MaHHBIX W OCTATOYHOH WH(OPMAIUH C MANIHHHBIX HOCHUTEICH
WHPOPMALIUK OCYILECTBISIETCS B clydae OOpaOOTKH 3HAYMMBIM OOBEKTOM HH(OPMAalUH OTPaHUYEHHOTO
JOCTyNa WM B CiIydae TMPHHATUS TakKOrO pelieHHs CyObeKTOM KPUTHYECKOH HHGPOPMAaMOHHON
WHPPACTPYKTYPHI.

YHuuTOXKEHHE (CTUpaHKE) JaHHBIX U OCTaTOYHON MH(OpMAINK C MAIIUHHBIX HOCUTEIEeH HHPOPMALIUH
MPOM3BOJUTCS TP HEOOXOAUMOCTH TepeAayll MAIIMHHOTO HOCHUTEINS MH(OpMaIUK IpyroMy HOIb30BaTEIIO
3HaYUMOTO OOBEKTa WIM B WHBIE OpraHM3alWW I PEMOHTA, TEXHUYECKOTO OOCITYyKWBaHUS WIH
JanbHEHIIEr0 YHUUTOXKEHUS.

HpI/I BbBIBOAC M3 SKCIUTyaTalluM MallWMHHBIX HOcHTeNel I/IH(I)OpMaHI/II/I, Ha KOTOPBIX OCYHICCTBJIAIUCH
XpaHeHHe W 00paboTka WH(GOPMAIUH, MPOU3BOAMUTCA WIH (U3UYECKOE YHHUTOKEHHE CaMUX MAIIMHHBIX
HOocHTeled WH(GOpMAIMM WU YHUYTOXKCHHE COJeprKalleicss Ha MAIIUHHBIX HOCHUTENSX WH(GOpMAIHH
METOAaMH, He TPeTyCMaTPUBAIOIIMH BO3MOKHOCTh €€ BOCCTAHOBIICHHS.

YHuuTOXKEHHE (CTUpaHKE) AJaHHBIX M OCTaTOYHON MH(OpMAIMK ¢ MAIIMHHBIX HOCUTeNeH nHpopManun
MOJJIEKUT JOKYMEHTHPOBAHHUIO B COOTBETCTBHH C OPTaHU3AIMOHHO-PACTIOPSIAUTEIBHBIMHI JOKYMEHTAMH 10
0e301acHOCTH 3HAYMMOT0 00OBEKTA.

14.3. Ilpu BBIBOJIC 3HAYMMOT'O OOBEKTA M3 IKCILIyaTallMH JODKEH ObITh OCYIECTBICH COPOC HACTPOEK
MPOTPaMMHBIX U TIPOTPAMMHO-ANITAPATHBIX CPEACTB, B TOM YHCIIE CPEJICTB 3alIUTHl WHGOPMAINH, yaaaeHa
nH(pOopMaIus 0 CyObEKTax JOCTyIa U 00BEKTaX IOCTYNa, YAaJIeHbl YIeTHBIC 3aIHCH MOJIb30BaTENeH, a TaKkKe
WACHTHU(QHUKAIMOHHAS U ayTCHTU(QHUKAIIMOHHAS HHPOpMaIUs CyOBEKTOB IOCTYTIA.

14.4. Ilpu BBIBOJIE 3HAYMMOTO OOBEKTA W3 DKCIUTyaTalldd BCS JKCILTyaTal[MOHHAs JOKyMEHTAIus Ha
3HAYUMBIH OOBEKT W €ro IOJCHUCTEMY O€30MaCHOCTH, SKCIUTyaTallMOHHAs JTOKYMEHTAIMs Ha OT/IENIbHBIC
Cpe€AcCTBa 3alIMUTHL I/IH(bOpMaIII/II/I IMOJJICKUT apXUBHOMY XPAaHCHUIO.

Cpokn XpaHEHHs JTOKYMEHTAI[MH ONpPEACTSIOTCS CyOBEKTOM KPUTHYECKOH HH(OpMAIMOHHOM
MHQPACTPYKTYPEl B  OPraHU3AIMOHHO-PACIOPSIUTENFHBIX JOKYMEHTaX MO0 O€30MacHOCTH 3HAYUMOTO
00beKTA.

[lo pemennto cyObeKTa KpUTHYECKOH WH(DOPMAIMOHHOW WHQPPACTPYKTYpHl SKCIUTyaTaloOHHAsS
JOKYMEHTAIllsT Ha 3HAYMMBI OOBEKT W €ro IOACHCTEMY O€30MacHOCTH, a TaKKe OPraHW3alUOHHO-
pacnopsiuTeNbHBIE TOKYMEHTHI TI0 0E30MacCHOCTH 3HAYMMOTO OOBEKTa (MHCTPYKIIMH, PYKOBOJCTBA) MOTYT
OBITh YHHYTOXKEHBI. B 93TOM cnydyae ¢akT YHHUYTOXKEHHUS TMOMJICKHUT JOKYMEHTHPOBAHHIO CYyOBEKTOM
KPUTHYECKOH WH()OPMAIMOHHOW WHQPPACTPYKTYphl C YKa3aHHMEM HAaMMEHOBaHUS, COCTaBa JOKYMEHTOB,
CHocO0O0B U JIAThl UX YHUUTOXKEHUSL.
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II1. TpeGoBaHuA K OPraHU3AIUOHHBIM H TEXHUYECKHM Mepam,
NPUHUMAEMBbIM J1JIs1 00ecneyeHus 0€30NaCHOCTH 3HAYMMBIX 00bEKTOB

15. Lensto obecriedeHns: 6€30MACHOCTH 3HAYMMOTO OOBEKTa SBISETCS 00ECIeUeHHe ero yCTOMIHUBOTO
(YHKIMOHUPOBAHUS B NPOCKTHBIX PEXHMMax pabOThl B YCIOBHSX pealu3alid B OTHOILEHHH 3HAYMMOTO
00beKTa yrpo3 6e30MacHOCTH HH(OpMAIIHH.

16. 3apauamu obecrieueHus: 0€30IIaCHOCTH 3HAYUMOTO OOBEKTA SIBIISIOTCS:

a) TpemoTBpaIlleHHe HEMpaBOMEPHOrO JOCTynma K wH(popMmannu, o0pabaTbiBaeMON 3HAYUMBIM
00BEKTOM, YHHYTOXKEHHsI Takoil wuHpopMmanmu, ee MOAW(UIMPOBaHUS, OJOKHUPOBAHUS, KOIMUPOBAHUS,
NPEJOCTaBICHUsT M PACHPOCTPAaHEHHs, a TaKkKe HHBIX HEMPaBOMEPHBIX NEHCTBUII B OTHOIIEHHHM TaKOH
nHpOpMaInu;

0) HenmomymeHHe HHGOOPMALMOHHOTO BO3ACHCTBHA HAa NPOTrpaMMHBIE W HPOTrpaMMHO-aINapaTHbIC
CpeACTBa, B pE3yibTaTe KOTOPOTO MOXKET OBbITh HApymIeHO M (WJIM) MpeKpameHo (QYHKIHOHHUPOBAaHHUE
3HAYNMOI'0 OOBEKTA;

B) oOecrieueHre (YyHKIMOHUPOBAHMS 3HAYMMOTO OOBEKTa B TMPOEKTHBIX DPEXUMax ero paboThl B
YCIIOBUSIX BO3/ACHCTBHS YIpo3 0€30MacHOCTH HHPOPMALIHH;

r) obecriedeHrne BO3MOKHOCTH BOCCTaHOBJICHUST ()YHKIIMOHUPOBAHHUS 3HAUUMOTO 00BEKTa KPUTHIECKOH
WH(GOPMAITMOHHON HHPPACTPYKTYPHI.

17. B 3HauMMBIX 00BEKTaX OOBEKTaMH, MOAJICKAIIUMH 3alIUTE OT YIpo3 0€30MacHOCTH WHPOPMALIUH
(oOBeKTaMu 3aIIUTHI), SBISIOTCS:

a) B ”HQOPMAITMOHHBIX CHCTEMAaX:

nHpopMarus, oopadbaTeiBaeMas B ”HPOPMAIIIOHHON CHCTEME;

nporpaMMHO-anmapaTHele  cpeicTBa (B TOM  4YHclIe MAllMHHBIE HOCHTENW  HMH(GOpMAalWH,
aBTOMaTHU3MPOBaHHbIE pabouue MecTa, CEepBEphl, TEICKOMMYHHKAIMOHHOE O00OpYyIOBaHWE, JUHHUU CBS3H,
cpencTBa 00paboTku OyKBeHHO-IIM(POBOH, rpadyuuecKor, BUACO- U pedeBO HHPOPMAIIHH);

NporpaMMHBIE  CpeicTBa (B TOM YHCIE MHKPONPOTpaMMHOE, OOIIeCUCTEMHOE, TNPHUKIAIHOE
MporpaMMHoOe oOecrieueHe);

CpeCTBa 3aIlUTHl UH(POPMALIUH;

apXUTEKTypa U KOHQUTYparus HHPOPMAITHOHHON CUCTEMBI;

0) B nH(MOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX:

uH(pOpMaILys, nepeaaBacMas o JIMHUSIM CBSI3H;

TEJIEKOMMYHHKALIMOHHOE 000pyznoBaHHWE (B TOM 4YHCIE MPOrpaMMHOE OOecledeHue, cucrema
YIpaBJICHUS);

CpeCTBa 3aIUThl MH(POPMALIUH;

apXUTEKTypa U KOHQUrypanus HHPOPMaHOHHO-TEIEKOMMYHHKAIMOHHON CETH;

B) B aBTOMaTH3UPOBAaHHBIX CHCTEMAaxX YIPaBJICHUS:

uHpopMalus (IaHHBIE) O MapaMeTpax (COCTOSHUM) YIPaBIISIEMOro (KOHTPOIHPYEMOTO) O0bEKTa WIIH
mporiecca (B TOM 4wcie BXofHas (BbIXOIHAs) WHGOpMaIWs, YIpaBiisitomas (KoMaHIHas) WHGOpMAIus,
KOHTPOJIbHO-U3MEpUTENbHAS UHPOPMAIHs, UHAST KPUTHUECKU BaXKHas (TEXHOJOrmYecKast) nHQopMarus);

NporpaMMHO-amnmapaTHele  cpelcTBa (B TOM 4YHCJIE€ aBTOMAaTH3MpOBaHHBIE pabodne Mecrta,
MPOMBIIIJICHHBIE CEPBEphl, TEIEKOMMYHUKALIMOHHOE 00OpyIOBaHUE, JHMHUHU CBA3M, HPOTrpaMMHpyeMble
JIOTUYECKHE KOHTPOJUIEPBI, MPOM3BOACTBEHHOE, TEXHOJOTHYECKOEe 00OpyAoBaHHE (MCIIOJHHUTENbHBIC
YCTpOICTBA);

NporpaMMHBIE  CpeicTBa (B TOM YHCIE MHKPONPOIpaMMHOE, OOIIECUCTEMHOE, IPHKIIAJIHOE
MporpaMMHOe 00ecTieueHue);

CpeJIcTBa 3aIlUThl HHPOPMAIIUH;

apXUTEKTypa U KOHGUTYpaIHs aBTOMATU3NPOBAHHON CUCTEMBI YITPABIICHUSI.

18. OObecrnieuenne 0€30MaCHOCTH 3HAYMMOTO OOBEKTA JOCTUTAETCS MyTEM IMPHHATHA B paMKax
MOJCHCTEMBI 0€30IaCHOCTH 3HAYMMOTO0 OOBEKTa COBOKYIIHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX Mep,
HaIpaBJICHHBIX Ha OJIOKMpOBaHHME (HEWTpalu3allnio) yrpo3 Oe30HacHOCTH WHGOpPMAIUK, pPeaTru3alis
KOTOPBIX MOKET HPUBECTU K NPEKPALICHUIO WM HapYIIEHHIO (PYHKIMOHMPOBAaHUS 3HAYMMOTO OOBEKTa U
obecrieunBaroniero (ymnpasisieMoro, KOHTPOJIMPYEMOT0) UM MpoLiecca, a TAKKe HapyIIEHHIO 0e30MacHOCTH
oOpabareiBaeMoll  WHpOpPMAIUK  (HAPYIIEHHIO JIOCTYITHOCTH, IIENIOCTHOCTH, KOHQUJICHIUAILHOCTH
nH(pOpMAITUN).

OpraHu3aiOHHBIE M TEXHUYECKHE MeEphl M0 OOECHeYeHHI0 Oe30MacHOCTH 3HAYMMOTo OOBEKTa
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MPUHUMAIOTCS CyOBEKTOM KPUTHYECKOW WH()OPMAIIMOHHOW WH(PACTPYKTYpPBl COBMECTHO C JIMIIOM,
SKCIUTyaTHUPYIOIMM 3HAYUMBIH OOBEKT (mpu ero Hanmuuuu). [lpm 3ToM Mexay cyOBEeKTOM KpUTHUYECKON
WHPOPMALMOHHOH WHOPACTPYKTYpPHl M JIUIOM, JKCIUTyaTHPYIOUIMM 3HAYUMBIH OOBEKT, JOKHO OBITH
MPOBEJIEHO pasrpaHndYeHre (QYHKIWHA MO obOecredeHrnio 0e30MacHOCTH 3HAYMMOTO O0OBEKTa B XOJZIe €ro
JKCIUTyaTallHH.

19. Meps1 o obecriedeHnIo 6€30MacCHOCTH BEIOMPAIOTCS U PEATN3YIOTCS B 3HAUUMOM O0OBEKTE C yUETOM
yrpo3 0e30macHOCTH HH(pOpPMaIIK MPUMEHUTETHHO KO BCeM 00beKTaM M CyObEKTaM JIOCTyIa Ha almapaTHOM,
CHUCTEMHOM, MIPHUKIIATHOM M CETEBOM YPOBHSX, B TOM YHCJIE B CpeJle BUPTYaTU3aIIH.

20. Mepsl mo obecrieueHHIO OE30MACHOCTH 3HAYUMOTO OOBEKTa MPUHUMAIOTCS CyOBEKTOM
KPUTHYECKON WH(POpPMAIMOHHOW HMH(PPACTPYKTYphl CaMOCTOSTEIbHO WM IpH  HEOOXOAMMOCTH C
MPUBIICUCHUEM B COOTBETCTBUHU C 3aKOHOJaTeIhCcTBOM Poccuiickoit denepanuu opranuzaiuii, UIMEIONUX B
3aBUCHUMOCTH OT HMH(opManmu, oOpabaThIBacMOil 3HAYMMBIM OOBEKTOM, JIMIECH3UI0 Ha JESATENbHOCTH II0
TEXHUYECKOH 3almTe HH(OPMAILNK, COCTABIIONICH TOCYAapCTBEHHYIO TaliHY, W (MJIM) Ha NESTeTbHOCTh O
TEXHUYICCKOH 3amuTe KOHPHICHINATEHON HHPOpMaITIH

21. IlpuHuMaeMble OpTraHHM3AIMOHHBIC W TEXHHYECKHE MEpBI 10 00ecIeueHnuIo 0e30ITacHOCTH
3HAYUMOTO O0OBEKTa TOJKHBI COOTHOCHTHCS C MEPaMH MO MPOMBIIIICHHOH, (PYHKIMOHANBHOW 0€30MacHOCTH,
WHBIMH MepaMy MO0 00ecTeYeHUI0 0e30MacHOCTH 3HAYMMOTo 0OBEeKTa U oOecredynBaronero (ynpasisieMoro,
KOHTPOJIHPYEeMOro) o0bekTa wim mporecca. [Ipu 3Tom Mepsl 1o obecredeHnto 0e30MacHOCTH 3HAYUMOTO
00bEeKTa HE JOJDKHBI OKa3bIBaTh OTPHUIIATEILHOTO BIMSHHS Ha (YHKIMOHUPOBAHWE 3HAYMMOTO OOBEKTa B
MPOEKTHBIX PEKUMaX ero padoTHI.

22. B 3HaYMMBIX OOBEKTaxX B 3aBUCHMOCTH OT HMX KATETOPHUU 3HAYMMOCTA U YIpo3 0e30macHOCTH
WH(GOPMAITUH TOJKHBI OBITH PeaTi30BaHbI CIEAYIOINE OpTraHH3aIMOHHBIE i TEXHUIECKHE MEPHI:

uaentudukanus u ayreatudpuranus (MAD);

ynpasnenue goctymnom (YIII);

orparmdeHue nporpammuoit cpeast (OIIC);

3alIMTa MallMHHBIX HocuTeel nadopmarmu (3HN);

aynut 0ezonacHocT (AY]]);

anTuBHpYycHas 3ammura (AB3);

MIpeloTBpallleHne BTOP)KEeHUH (KoMibloTepHbIX aTak) (COB);

obecneuenue 1enoctaoctu (OLLT);

obecnieuenue nocrynsocta (OAT);

3amuTa TexHudeckux cpencts u cucteM (3TC);

3ammTa HHOPMAIMOHHOW (aBTOMATH3UPOBaHHOM) crcTeMbl u ee komnoHeHToB (3UC);

TUTAHUPOBaHWE MEPOTIPUATHIA 10 obecriedennto OezomacHoctu (I1IJIH);

ynpasneHue KoHpurypanuei (YKD);

yIpagiieHre 00HOBJICHUSIMH TIporpaMMHoro obecrnieuenus (OI10);

pearupoBaHue Ha HHIUIEHTHI nHpopManmonHo# 6ezonacHocTr (MHL);

obecrnievuenune neicTBuil B HemTaTHeIX cutyanusax (JJHC);

uHpopmupoBanue u o0yuenue nepconana (UI10).

CoctaB Mep mo oOecriedeHHI0 0e30MacCHOCTH 3HAYMMBIX OOBEKTOB B 3aBUCHMOCTH OT KaTerOpHH
3HAYUMOCTH MPUBECH B MIPUIOKEHUH K HACTOAIUM TpeOoBaHUSIM.

[lpu peammzammu ™mep TO0 obOecriedyeHHI0 O€30MaCHOCTH 3HAYMMBIX OOBEKTOB IMPUMEHSIOTCS
METOJIMYECKHE JOKyMeHThI, paspabotanHbie ®CTOK Poccuu B COOTBETCTBHM C MOANMYHKTOM 4 TyHKTa 8
[Monoxxenuns o denepalibHOM CITyKOE MO0 TEXHUYESCKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPIKICHHOTO YKa30M
[Ipesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

23. Beibop Mep 1o obecrieueHri0 0€30MaCHOCTH 3HAUUMBIX OOBEKTOB JIJIS MX pealu3alliy BKIIOYACT:

a) onpeeseHrue 0a30BOro Habopa Mep 1Mo 00eCIeYCHNUI0 0E30IIaCHOCTH 3HAYMMOI0 00BEKTa;

0) aganranuio 6a30Boro Habopa Mep 1o obecriedeHUI0 0€30MaCHOCTH 3HAYUMOTO OO BEKTa;

B) JIOTIOJIHEHHME aJalTHPOBAaHHOro0 Habopa Mep mo obOecreyeHHIo 0e30MacHOCTH 3HAYMMOro O00BEeKTa
MepaMH, YCTAaHOBJICHHBIMH WHBIMH HOPMATHUBHBIMH IPABOBBIMH aKTaMH B 00JacTH oOecredeHus
0e30nacHOCTH KpUTHYECKOH wuH(popMaunoHHOW HHGpacTpyKTypbl Poccuiickoii ®enepaumu ¥ 3alIUTHI
nHpOpPMAaLIUH.

bazoBelit HabOp Mep Mo obecredeHnto 0e30MacHOCTH 3HAYMMOT0 OOBEKTa OMNpeessieTcsl Ha OCHOBE
YCTaHOBJICHHOW KaTETOPHH 3HAYMMOCTH 3HAYMMOTO 00BbEKTa B COOTBETCTBUH C TMPHUIIOKEHHEM K HACTOSIIUM
TpeboBanusM.
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baz3oBbiii HaOOp Mep 1O O0eCIeUeHHIO 0E30MacCHOCTH 3HAYMMOr0 OOBEKTa IMOMJICIKUT afanTalud B
COOTBETCTBHU C yrpo3amMu 0€30MacHOCTH MH(POPMALUH, IPUMEHSIEMBIMA HH(POPMALIMOHHBIMU TEXHOIOTUSIMH
U 0COOEHHOCTAMH (YHKUMOHHPOBAaHUS 3HAYMMOTO oObekTa. IIpm sTOM M3 6azoBoro Habopa MOTYT OBITH
HCKIIFOUEHBI MEPhI, HEMOCPEACTBEHHO CBA3aHHbIC ¢ HH(OPMALMOHHBIMU TEXHOJIOTUSAMH, HE HCIIOIb3yEMBbIMU
B 3HAYUMOM OOBEKTE, WM XapaKTepUCTUKAMH, HE CBONWCTBEHHBIMH 3Ha4MMOMY 00BekTy. Ilpu amanranuu
06azoBoro Habopa Mep MmO oOecleueHHI0 OE30MacHOCTH 3HAYMMOTO OOBEKTa M KaKIOH YIrpo3bl
Oe3onacHocTH HMH(OpMAIMK, BKIOYEHHOH B MOZENb YIPO3, CONOCTABISIETCS Mepa WIM TIpylma Mep,
obecrieunBaroniie OJOKMPOBaHWE OIHOM MM HECKONbKHX YIpo3 O€30HaCHOCTM WJIM CHIDKAIOIIUE
BO3MOXXHOCTD €€ peaji3alyy UCXOs U3 yCIOBUH (YHKIMOHHPOBaHUs 3HaYMMOro oObekTa. B cimydae ecnu
0a30BbIli HAOOp Mep HE MO3BOJISIET 00ECHEeYNTh OJOKHPOBaHKE (HEUTpANIN3aluio) BceX yrpo3 0e30MacHOCTH
nHGOpPMaLMK, B HEro IONOJHUTENBHO BKJIIOYAKOTCS MEpbI, NPUBEACHHBIC B NPHIOKEHUU K HACTOSIIUM
TpeboBanusM.

JononHeHne ananTHpOBaHHOTO HaOopa Mep NO oOecreueHHio Oe30MacHOCTH 3HAYMMOTO OOBEKTa
OCYILECTBIISIETCSI ¢ LIETIbI0 BBINOJHEHHUS TPeOOBaHWH, YCTAaHOBJICHHBIX WHBIMH HOPMATHUBHBIMHU IIPABOBBIMHU
aKTaMu B 00yacTH obecriedeHnss 0€30MacHOCTH KPUTHIECKONH MH(OPMAITMOHHON HHPPACTPYKTYPHI U 3aIIUTHI
uHpopmanun. JlomomHeHWe aganTUPOBAHHOTO HaboOpa Mep NPOBOAMTCS B Clydae, €CId B OTHOLICHWUH
3HaYUMOT0 O0OBEKTa B COOTBETCTBHM C 3aKOHOJATeNbcTBOM Poccuiickoir denepanun Takke YCTaHOBIICHBI
TpeGoBaHUs O 3amuTe MHPOPMAIMM, COAEpPXKALICHCS B TOCYAAPCTBEHHBIX HMH(GOPMALMOHHBIX CHCTEMAaX,
TpeOOBaHUS K 3allUTe IMEPCOHATBHBIX JaHHBIX MpH MX o00paboTke B HWHPOPMAIMOHHBIX CHCTEMaXx
MEPCOHANBHBIX JITAHHBIX, TPEOOBaHMS K KpUNTOrpaduuecKor 3ammure HHGOPMALUN WK WHBIE TPeOOBaHUS B
obnactn 3amuThl wuHGOpMAMM W o0ecredeHus 0e30MacHOCTH KPUTHYECKOH WHGOPMAIMOHHON
WHPPACTPYKTYPHI.

24. B cny4ae eciau 3HAUYMMBIH OOBEKT SIBJISETCA TOCYIAapCTBEHHON MH(POPMAIMOHHON CHCTEMOW WM
WHPOPMALMOHHON CHCTEMOM NEPCOHAIBHBIX IAHHBIX, MEPBl IO O0ECICUYEHHIO OEe30MaCHOCTH 3HAYMMOTO
o0BeKTa W Mephl 3amuThl HHQOpManuu (10 OOECIeYeHHI0 TEepPCOHATBHBIX JJAaHHBIX) NPUHUMAIOTCS B
COOTBETCTBHM C 0Oojiee BBICOKOH KaTeropueil 3HAYMMOCTH, KJIAcCOM 3allMIIEHHOCTH WA YPOBHEM
3alIUICHHOCTH MEPCOHATBHBIX TAHHBIX.

25. Ecnm npuHATHIE B 3HAYAMOM OOBEKTE MEpHI 10 00ECIIEYCHHIO TPOMBIIUIEHHON, (YHKIIMOHAIBHOM
Oe3onacHocTd W (WnM) (PU3MYECKOH O0e30MacHOCTH JOCTaTOYHBI Ui OJOKMpOBaHMs (HEHTpamu3alym)
OTACTBHBIX yrpo3 0e30MacHOCTH WH(OPMAIMH, IONOJIHUTEIBHBIE MEphl, BHIOpAHHBIE B COOTBETCTBUHU C
myHkTamu 22 u 23 HacTosmmx TpeOoBaHWiA, MOTYT HE NpUMEHSThcA. llpu sTomM B xome pa3paboTKu
OPTaHU3alMOHHBIX M TEXHUYECKUX MEP IO 00EeCIeYeHUI0 0E€30HacCHOCTH 3HAYUMOI0 OOBEKTa JOJDKHA OBITH
000CHOBaHa JIOCTATOYHOCTh TIPUMEHEHHS MeEp IO OOECHEeUeHHIO MPOMBIIUIEHHONW O0e30MacHOCTH HIIH
(m3nyeckoit 6e30MmacHOCTH Al OJOKMPOBaHWsS (HEHTpanu3amuy) COOTBETCTBYIONIMX YIrpo3 0€30MacHOCTH
nH(pOpPMAITHH.

26. IIpu OTCYTCTBHHM BO3MOXXHOCTH PEalM3allii OTIENBHBIX Mep Mo 00ecreyeHnto 0e30MacHOCTH H
(unM) HEBO3MOXKHOCTH WX TNPHUMEHEHHS K OTJCNbHBIM OOBEKTaM M CyObEeKTaM JOCTyna, B TOM YHUCIE
BCJIECTBHE X HETaTUBHOIO BIHMSIHMS Ha (JYHKIMOHHPOBAHHME 3HAYMMOIO OOBEKTa B NMPOEKTHBIX PEKUMAX
3HAYUMOT0 00BEKTa, JOJLKHBI OBITH pa3paboTaHbl M BHEJAPEHBI KOMIIEHCHPYIOIIME MEpHI, 00eCIeUnBaIOIINe
OyokupoBaHue (HEHTpaIM3alMI0) yrpo3 0Oe30macHOCTH HH(pOpMamuu ¢ HEOOXOIUMBIM  YPOBHEM
3alIMIIEHHOCTH 3HAYMMOro oOnekTa. Ilpu 3ToM B Xoxe pa3pabOTKH OPraHU3allMOHHBIX M TEXHUYECKUX Mep
no oOecrnedeHUIo ©€30MacHOCTH 3HAYMMOrO OOBEKTa JOJDKHO ObITh 0OOCHOBAaHO INPUMEHEHHUE
KOMIIGHCUPYIOIIMX Mep, a NpU MPUEMOYHBIX HCHBITAHUSX (ATTECTAallMM) OICHEHa JOCTaTOYHOCTh U
a/ICKBaTHOCTh JIAHHBIX KOMIICHCHPYIOIIUX Mep JUIsl OJIOKMpOBaHUS (HEHTpau3aluu) yrpo3 0e30macHOCTH
nH(pOpMAITHH.

B kauecTBe KOMIIEHCHPYIOINIMX MeEp MOTYT OBITh PAacCMOTPEHBI Mepbl M0  O00eCHeUeHHIO
MPOMBIIIJICHHOW, (QYHKIMOHANBHOW W (WiM) Qu3nyeckod 0E30IacHOCTH  3HAYMMOTO  OOBEKTa,
MOJIEP’KUBAIOIME HEOOXOIUMBIN YPOBEHB €r0 3alUIIEHHOCTH.

27. TexHu4yecKHe Mepbl IO OOECIEUYEeHHIO OE30MacHOCTH B 3HAYUMOM OOBEKTE pPealn3yIOTCA
MOCPEJICTBOM HCIIOJIb30BAHUSI MPOTPAMMHBIX W TPOTPaMMHO-AINMAPaTHBIX CPEJCTB, MPUMEHSIEMBIX IS
obecriedeHus1 6€30MacCHOCTH 3HAYMMBIX 00OBEKTOB - CPEACTB 3aLIUTHl HHPOPMALUH (B TOM YHCIIE BCTPOSHHBIX
B 00IIECHCTEMHOE, MPUKJIaJHOE POrPaMMHOE 00ECTICUEHHE).

[Ipy 5TOM B NPHOPUTETHOM MOPSJAKE IOJUIeKAT MPHUMEHEHUIO CPEJCTBa 3alllMThl HH(GOpPMAINH,
BCTPOEHHBIE B MTPOrpaMMHOE oOecriedeHne u (Win) IporpaMMHO-anmnapaTHbIE CPEeICTBA 3HAUNMBIX 00BEKTOB
(TIipu ¥X HATTMYHH).
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28. Jnsa oOecrieyeHus: 0€30MacCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUICCKOH WHOOPMAITMOHHOMH
WHPPACTPYKTYpBl JODKHBI NPUMEHATHCS CpPEACTBA 3allUTHl MH(OpManMu, NpOUIeAIINE OLEHKY Ha
COOTBETCTBHE TPEOOBaHUSIM IO 0€30MacHOCTH B (opMmax 00s3aTeNbHOH CepTU(PHKALNU, UCTIBITAHUHA HIIH
IIPUEMKH.

CpenctBa 3amuTel WHPOPMAIMH, MPOMICAIIAE OIEHKY COOTBETCTBHA B QopMe 00sS3aTeNbHOM
cepTudUKaLUK, TPUMEHSIIOTCS B CIy4asx, YCTAaHOBJICHHBIX 3aKOHOAATeNbCTBOM Poccuiickoit denepanmu, a
TaKXe B ClIyyae IPUHATHA PELICHUS CyOBEKTOM KpUTHIECKON HHPOPMALMOHHON HHPPACTPYKTYPHL.

B uHBIX cioy4asx OpUMEHSIOTCS CPEICTBA 3aILUTHI HHPOPMALUH, IPOLIEIIINE OLIEHKY COOTBETCTBHUS B
¢dbopMe HCIBITAHUH WM TPUEMKH, KOTOpPbIE MPOBOIATCA CyOBEKTaMH KPUTHUECKOW WH(POPMAIMOHHOM
WHPPACTPYKTYpPBl CAMOCTOSITENIbHO WM C MPUBJICYCHHUEM OpraHW3aluii, MMEIOIIUX B COOTBETCTBUU C
3aKOHOMIATEIHCTBOM Poccuiickoit Deaepanuy JTUICH3UH Ha NEITSIHHOCTh B 00IACTH 3aIIUTH HH(POPMAIIHH.

HcnpiTanus (mpueMKa) CpeACTB 3alluThl HH(OPMALIUHU IPOBOAATCS OTACIBHO HIIH B COCTaBe 3HAUUMOTO
00bEeKTa KPUTUYECKON MH(OPMALMOHHOW MHPPACTPYKTYpPHl B COOTBETCTBUHU C MPOTPaMMON U METOIUKAMH
WCIIBITaHUH (TIPUEMKH ), YTBEPKIAEMBIMHI CYOBEKTOM KPUTHIECKOI HH(pOPMAIIMOHHON HHAPACTPYKTYPHI.

29. B cnywyae WCHONB30BaHHS B 3HAYMMOM OOBEKTe CEPTHU(HUIMPOBAHHBIX HA COOTBETCTBHE
TpeOOBaHUAM IO O€30MacCHOCTH HH(POPMALIMHU CPEJCTB 3alIUTHl HHPOPMALHIH:

a) B 3HaYMMBIX 00BEKTaXx | KaTeropuu MPHUMEHSIOTCS CPEACTBa 3alUTHl WHPOpPMAIUK He Hike 4
KJI1acca 3allUThl, 8 TAKXKE CPECTBA BBIYMCIUTEIbHOW TEXHUKH HE HIDKE 5 Kiacca;

0) B 3HAUMMBIX OOBEKTaX 2 KaTerOpuH NMPUMEHSIOTCS CPEACTBA 3alIMThl MHPOpPMALUM HE HHXKE 5
KJ1acca 3allUThl, 8 TAK)KE CPEJICTBA BRIYMCIMTEILHON TEXHUKH HE HIKE 5 Kitacca;

B) B 3HAYMMBIX OOBEKTaX 3 KaTEeropud HPUMEHSIOTCS CpPEeACTBA 3aliuThl MHpoOpMauuu 6 Kiacca
3aIIMTHL, a TAK)KE CPEACTBA BHIUMCIUTEILHON TEXHUKU HE HIXKeE 5 Kiacca.

[Tpu 5TOM B 3HaYMMBIX 00BEKTaX | M 2 KaTeropHil 3HAYMMOCTH MPUMEHSIOTCS CEPTUPHINPOBAHHBIC
CpeAcTBa 3aIIXThl MHPOPMALUY, MPOIIEAIINE MPOBEPKY HE HIXKE YeM IO 4 YPOBHIO KOHTPOJISI OTCYTCTBHS
HEeJCKIapUPOBaHHBIX BO3MOKHOCTEH. CyOBEKTOM KPUTHYECKOW MHPOPMAIIMOHHONH HHPPACTPYKTYPHI MOXKET
OBITh MPHHATO PELICHUE O MOBBIIICHUN YPOBHS KOHTPOJS OTCYTCTBHSI HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH
CpEeACTB 3aIIUTHl HHYOpMAIIHH.

Kiacchl 3alMThl ONpEAessitoTcsl B COOTBETCTBUM € HOPMATUBHBIMU NpaBoBbIMU akTamMu DPCTIK
Poccuu, n3ganHbIMU B cOOTBETCTBUM C MoAMyHKTOM 13.1 myHkTa 8 [Tonoxkenust o denepanbHOl ciyxoe 1o
TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIIO, yTBEpKAeHHOro YkasoMm lIpesuaenta Poccuiickoit denepanuu ot
16 aBrycra 2004 r. N 1085.

Ilpu ucnonbp30BaHUM B 3HAYMMOM OOBEKTE CPEICTB 3aIIWUTHl MH(OpMALUH, CEPTUPHULNPOBAHHBIX IO
TpeOoBaHUsIM Oe30MacHOCTH WH(OPMAIWH, YKa3aHHBIE CPEICTBA JIOJDKHBI OBITh CEPTUPHUIMPOBAHBI Ha
COOTBETCTBHE 00s13aTEIbHBIM TPEOOBAaHUAM 10 0€30IMacCHOCTH HH(POPMALIUH, YCTAHOBICHHBIM HOPMaTHBHBIMHU
MPaBOBBIMH aKTaMH, WM TPeOOBAaHMUIM, YKa3aHHBIM B TEXHUUECKUX YCIOBUSX (3aJaHMAX 110 OE30M1aCHOCTH).

OyHkiyr  0e30MacHOCTH CPEJCTB  3aIIUTHl  WHQOPMAIMKM JIOJDKHBI  00ECIeUUBATh  BBITIOIHEHHE
HacTosmx TpeboBaHui.

30. I[IpumeHsieMble B 3HAYMMOM OOBEKTE MPOrpPaMMHBIE W IMPOTrPaMMHO-aNIapaTHbIe CPEICTBa, B TOM
YHcie CpelCTBa 3alUThl MH(OOpMAIHMHU, JOJDKHBI J3KCILIYyaTHPOBaTbCS B COOTBETCTBUH C HHCTPYKIHMSIMHU
(mpaBunamMM) MO SKCIUTyaTallWy, pa3paboTaHHBIMH pa3pabOTUMKaMu (TIPOU3BOIUTEISIMU) ITHX CPEJICTB, W
HMHOM 3KCIUTYyaTalMOHHOW JOKYMEHTALIUEH.

31. IIlpuMeHsieMble B 3HAYMMOM OOBEKTE MPOrpaMMHBIE W IMPOTrPaMMHO-aNIapaTHbIE CPEICTBA, B TOM
Yrcie CpeACTBa 3alUThl WHPOPMAIUH, JOJDKHBI OBITh 0OECIeYeHbl TapaHTHHHOW W (MIIM) TEeXHUYECKOH
MOJJIEPKKOH.

Ilpu BBIOOpPE MPOrpaMMHBIX M INPOrPaAaMMHO-ANINAPAaTHBIX CPEACTB, B TOM YHCJIE CPEICTB 3aLIUTHI
WHpOpPMAIUK, HeOOXO0AUMO YUHUTHIBATH HAIMYME OTPAHUYEHH Ha BO3MOXKHOCTh WX TIPUMEHEHHS CYOhEKTOM
KpUTHYECKON MH(POPMAMOHHON MHPPACTPYKTYPHI HA JFOOOM U3 MPHHAIISKAIINX €My 3HAYUMBIX 00BEKTOB
KPUTHYECKOH MH(POPMaMOHHONH HHPPACTPYKTYPBI CO CTOPOHBI Pa3pabOTYUKOB (MPON3BOIUTENICH) MIIN MHBIX
JIMIL

B 3HaumMoM 00BEKTE HE TOMYCKAIOTCS:

HaJIM4Me YJOAJCHHOTO JOCTyNa HEMOCPEICTBEHHO (HAmpsMyl0) K HPOTrPaMMHBIM M TMPOrPaMMHO-
anmapaTHbIM CpPEICTBaM, B TOM YHCJIE CPEACTBaM 3aIlIUThl MH(OpMAIMH, UIi OOHOBJICHHUS WM YIPaBICHUS
CO CTOPOHBI JIWIl, HE SBISIONIMXCS pPa0OTHHKAMH CYOBEKTa KPUTHYECKOW WH(DOPMAIMOHHOMI
WH(PACTPYKTYPHI;

HaJIM4Me JIOKAJIBHOrO OECKOHTPOJILHOIO JOCTYNa K MPOrpaMMHBIM W IPOrpaMMHO-aIlapaTHBIM
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Cpe/cTBaM, B TOM YHCIIE CPEJICTBAM 3aIUTHl MHOOpPMAIINH, JIJIsl OOHOBIICHUS HJIH YIIPABJICHUS CO CTOPOHBI
JIUII, HE SBJSIFOIIUXCSI pA0OTHUKaMK CyOheKTa KPUTUIECKON MHPOPMAIIMOHHONW UHPPACTPYKTYPHI;

nepegaya  MHQOpPMAIMKM, B TOM  YHKCJIE€  TEXHOJOTMYECKOH  HH(pOpMAaIUuM, pPa3pabOTUYHKY
(TIpOW3BOIMTEINO0) TPOTPAMMHBIX W TPOTPAMMHO-AIMIIAPATHBIX CPEACTB, B TOM YHCIIE CPEICTB 3aIlUTHI
nH(GOpMAIUH, WIM WHBIM JHIaM Oe3 KOHTPOJSI CO CTOPOHBI CyOBEKTa KPUTHUYECKOW WH(OPMAaINOHHOMN
UHQGPACTPYKTYPHI.

32. llpy UCHOIB30BaHUM B 3HAYUMBIX OOBEKTaX HOBBIX WH()OPMAIIMOHHBIX TEXHOJOTHI ¥ BBISBICHUH
JIOTIOJTHUTENBHBIX YIpo3 0e30macHOCTH HH(pOPMAInH, TSl KOTOPHIX HE OMpEeAeNIeHBl MEPHI 10 00ECTIEYCHHTO
0e30MacHOCTH, JOJDKHBI Pa3padaThiBaThC KOMIICHCHUPYIOIIME MEpPhl B COOTBETCTBHM C MYHKTOM 26
HacTosamux TpeOoBaHuH.
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[Tpunoxenue

Kk TpeboBanusM o oOecreueHHIo
0e30MacHOCTH 3HAYMMBIX O0BEKTOB
KpPUTHYECKOH MH(OPMAITMOHHOMN
nH(ppacTpykTypsl Poccuiickoit ®enepanmn,
yTBepkAeHHBIM MpukazoM PCTIK Poccun
ot 25 nexabps 2017 r. N 239

COCTAB
MEP IO OBECIIEYEHHIO BE3OITACHOCTH UL BHAYMMOI'O OB BEKTA
COOTBETCTBVYIOIIEN KATEI'OPMM 3HAYNUMOCTU

(6 peo. IIpuxaza @®CTIK Poccuu om 09.08.2018 N 138)

O6o3HaucHNE Mepsl obecriedeHus 0€30MaCHOCTH 3HAYMMOTO 00BEKTa Kareropus
Y HOMEp MephI 3HAYUMOCTH
3 2 1
. Unentudukanus u ayrenrudukanus (MAD)
NAD.0 Pa3paboTka monuTHKY WACHTH(PHUKALNY U Ay TeHTU(PHUKAINN + + +
A®D.1 Wnentnduxanus u ayreHTUUKALMA 0JIb30BaTeNeH U + + +
WHUIIMUPYEMBIX UMH NIPOLIECCOB
NAD.2 Unentndurkanus u ayreHTH(GUKAINAS yCTPOUCTB + + +
NAD.3 Yupasnenue uaeHTH(PUKATOpAMU + + +
NAD.4 YnpasneHnue cpecTBaMu ayTeHTH(OUKATUH + + +
HNAD.5 Wnentudukanus v ayTeHTUPHUKAINS BHEITHUX MTOJTb30BaTENIeH + + +
NAD.6 JBycTropoHHsIs ayTeHTH(UKAIINS
NAD.7 3amurTa ayTeHTUPHUKAIMOHHOW HH(OpMAIIMY TIPH Ilepeaade + + +
II. Yopasnenne noctymom (YILJI)
VIIA.0 Pazpa0oTka NONUTUKY yIpaBIIeHHUs JOCTYIIOM + + +
VIIA1 VipaBiieHue y4eTHBIMH 3aIIUCSIMU I10JIb30BATEIEH + + +
VIIA.2 Peanu3anys NOIUTHK ynpaBiaeHus J0CTYIIOM + + +
VIII.3 Josepennas 3arpy3ka + +
VIII.4 Paznenenne nonnomounii (poseit) noip3oBaTenei + + +
VIS Haznauenne MuUHUMAaTbHO HEOOXOJUMBIX TIPaB M MPUBHUIIETUN + + +
VIIL6 OrpaHnveHne HeYyCIelHbIX MOMBITOK JJOCTYIa B UHPOPMAITHOHHYIO + + +
(aBTOMaTH3UPOBAHHYIO) CHCTEMY
VIIJL7 [IpenynpexneHue monp30BaTENs P €r0 AOCTYIE K
WHPOPMAIMOHHBIM pecypcam
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OHOBCH.[CHI/IC TOJIB30BAaTCJIA TPU YCIICITHOM BXOAC O NPCABIAYIIIEM

VILI.8 . o
nocTyte K nH()OPMAIMOHHOW (aBTOMaTH3NPOBAHHOM) CHCTEME
VIII.9 OrpanuueHne yrciia napauieIbHBIX CEaHCOB JOCTyma
VIIA.10 biiokupoBaHue ceanca JOCTyIIa IIOJIb30BATENS TP HEAKTUBHOCTH
VIUL11 YrpasieHue nelCcTBHSIME MOJIb30BaTeNCH 10 HACHTHDUKAIINN U
' ayTeHTU(UKALIN
YIIA.12 Ympasienue atpudyramMu 6€30MacHOCTH
YIIA.13 Peanm3arust 3amuimeHHOro yIaJeHHOTO T0CTya
VUL 14 Kontpons goctyna u3 BHEUTHUX WHPOPMALTUOHHBIX
’ (aBTOMATH3UPOBAHHBIX ) CHCTEM
II1. Orpannuenue nporpammuoi cpesst (OI1C)
OIIC.0 Pa3paboTka monuTHKY OrpaHUueHHs IPOrPaMMHON Cpe/Ibl
OIIC.1 Ynpasnenue 3amyckoM (0OpaieHUusIMI) KOMIOHEHTOB
’ MPOTPaMMHOT0 O0eCIICUeHHS
OIIC.2 YmpaBneHue yCTaHOBKOH (MHCTAJUTSIMEH ) KOMITOHEHTOB
’ MPOTPaMMHOT0 O0eCTICUeHHS
OIIC.3 YnpapneHue BpeMeHHBIMU (aiiiaMu
IV. 3amura MammHHBIX HOocuTenel nHpopmaryn (3H)
3HIN.0 Pa3paboTka MONMUTHKY 3alIUTHI MAITMHHBIX HOCUTENEH HH(pOpMALUU
3HN.1 VY4er MalMHHBIX HOCUTENeH HHPOPMaLH
3HI.2 VYnpasnenue GpU3NIECKUM JOCTYIIOM K MAITMHHBIM HOCUTEIISIM
' nHpOpMAITUH
3HI3 KoHTponb nepemenienns: MalllMHHBIX HOCUTENeH nHpopMauu 3a
) peaeibl KOHTPOJIUPYEMOU 30HbI
3HU 4 HckmoueHrne BO3MOKHOCTH HECAHKLIMOHUPOBAHHOTO YTCHHS
' MH(POPMaIMK Ha MAIIMHHBIX HOCUTEISIX HH)OpMALUN
3HILS Kontpons ncnons3oBanus narepdetico BBoa (BHIBOAA)
' MH(QOPMaIMK Ha MAIIMHHbIE HOCUTENU HHPOPMALIUU
3HILG Kontpons BBoza (BbIBOAA) HH(OPMALIMK HA MALTMHHBIE HOCUTEJN
' nHpOpMaITUH
3HN.7 KoHTpois nmoakiroueHus MallilMHHBIX HOCUTENEH HHOpMaLuu
3HUS YHnuToxkeHue (cTupanue) HHPOpMaIK Ha MAIIMHHBIX HOCUTEISIX

MHPOPMaIH

V. Aymut 6e3omacuoctr (AY 1)
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AVY].0 PazpaboTtka monuTuku ayaura 6e300acHOCTH
AVY].1 WuBenTapuzanys nHGOPMAIIMOHHBIX PECYPCOB
AYN.2 AHanm3 ys3BUMOCTEH U X YCTpaHEHUE
AVIL3 I'enepupoBaHne BpeMEHHBIX METOK U (WJIN) CHHXPOHHU3ALIUS
CHCTEMHOI'O BPEMEHHU
AVY]l.4 Perucrparus coObITHIA O€30ITaCHOCTH
AVY].S Kontpons n ananus cereBoro Tpapuka
AVY]I.6 3ammra nHQOPMAITUH 0 COOBITHAX 0€30ITaCHOCTH
AVY].7 MoHuTOpUHT 0€301TaCHOCTH
AVY]I.8 PearupoBanue Ha cOOM ITPU PETUCTPAIIUN COOBITHI OE30MaCHOCTH
AVY].9 Amnanu3 neficTBUH MOIb30BaTENICH
AVY/.10 [IpoBeneHrEe BHYTPEHHUX ayIUTOB
AV].11 [IpoBeneHune BHEMIHUX ayTUTOB
VI. AutuBupycnas 3amuta (AB3)
AB3.0 Pa3zpaboTka MOMTUTHKN aHTUBUPYCHON 3aIIIATHI
AB3.1 Peanuzanus aHTUBUPYCHOM 3aILUTHI
AB3.2 AHTUBUpPYCHas 3alllUTa 3JIEKTPOHHON MOYTHI U UHBIX CEPBUCOB
AB33 KonTposnp ucnosnap3oBaHus apXUBHBIX, HCTIONHAEMBIX U
3amupoBaHHBIX (aiiyioB

AB3.4 Oo6HoBneHne 6a3bl JAHHBIX TPU3HAKOB BPEIOHOCHBIX

KOMITBIOTEPHBIX IPOTpamMMm (BUPYCOB)
AB35 Hcnons3oBaHue cpeacTB aHTI/IBI/IpyCH(\?I\/’I 3alIUTHl PA3ITUIHBIX

MIPOU3BOAUTENEH
VILI. IIpenotBparienue BTopxeHu# (koMmmbioTepHbIX atak) (COB)
COB.O Pa3pa0oTka NOMUTUKH PEJOTBPALLIEHUS BTOPKEHUI
(KOMIIBIOTEPHBIX aTaK)
COB.1 OOHapy>keHHe U MPeJOTBPALICHNE KOMIIBIOTEPHBIX aTak
COB.2 Oo6HoBneHne 6a3bl PeLIAIONINX PaBHIT
VIII. O6ecneuenne nemocraoctu (OLLJI)

OLJI1.0 PazpaboTka momuTHKN 00eCTIeYeHHS 1ETOCTHOCTH
OLJI1 KoHTpob 11e10cTHOCTH TPOrpaMMHOT0 00eCTIeUeHHS
OLJL.2 Kontposns nienoctHocTH HHPOpMAIUH
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OrpanndeHus 1Mo BBoAy WHPOPMALUHN B UHPOPMATHOHHYIO

OLJL3
(aBTOMATH3UPOBAHHYIO) CHCTEMY

KOHTpOJ'H) JaHHbIX, BBOOIUMBIX B I/IH(bOpMaLH/IOHHyIO

OLJL.4
(aBTOMATH3UPOBAHHYIO) CHCTEMY

KoHTpoib ommb0YHbBIX ACHCTBUH MOIH30BATENCH 110 BBOLY U (HJTH)
OLJL.5 nepenade nHGOPMAIUH U TIPEAYIIPEKICHIE MOb30BaTeNei 00 +
OIIMOOYHBIX JEHCTBUIX

OLJL.6 OO6e3nmuuBanue U (MIH) TeuacHTHGUKAIS HHPOPMAITHH

IX. O6ecneuenune nocrymHoctu (OT)

OAT.0 PazpaboTka monuTHKN 0OecrieyeHns: JOCTYITHOCTH + +
OAT.1 Hcnonps3oBaHue 0TKa30yCTONYMBBIX TEXHUUECKUX CPEICTB +
0OT.2 PesepBupoBaHue cpencTB U CUCTEM +
ONT.3 KoHTposib 6€30Tka3HOTO ()YHKIIMOHUPOBAHUSI CPEJICTB U CHCTEM +
OAT.4 PesepBHOE KonMpoBaHue HHPOPMALTUH + +
OHT.5 Ob6ecrieueHrie BO3MOKHOCTH BOCCTAHOBIIEHUS HH(DOpMAITUN + +

ObecnieueHre BO3MOKHOCTH BOCCTAHOBJICHUS IPOrPAMMHOTO

OIT.6 + +
o0ecriedeHus! P HeIUTATHBIX CUTYaLUsIX
OAT.7 Knacrepuzanust nHGOpMAaMOHHOH (aBTOMaTU3UPOBAHHOM) CHCTEMBI
OJIT.S KonTpoine npenocTaBisieMbIX BEIUUCIUTEIBHBIX PECYPCOB U KaHAJIOB + +
CBA3U
X. 3ammra Texuuueckux cpeacts u cucreM (3TC)
3TC.0 Pa3paboTka MOTUTHKY 3aIIUTHl TEXHUIECKUX CPEACTB U CHCTEM + +
3TC.1 3ammra nHGOpPMALKHU OT YTEUKH 110 TEXHUYECKUM KaHallaM
3TC.2 Opranu3zaiusi KOHTPOJIUPYEMOIl 30HEBI + +
3TC.3 VYnpasienue GU3NIECKAM JOCTYIIOM + +
3TC.4 Pasmemienue ycTpoiicTB BEIBOIA (0T06pa>1<eHI/I§) nHpOpMAIIHH, + +
WCKJITIOYAIOIIlee €€ HECAaHKITMOHUPOBAHHBIA TPOCMOTP
3TC.5 3amuTa OT BHEIIHUX BO3JIEHCTBUN + +
3TC.6 MapkupoBaH#€ anmnapaTHBIX KOMIIOHEHTOB CHCTEMBI OTHOCHTEIHHO

paspenieHHoH K 00padoTke nHGopMauu

XI. 3ammura nHDOPMAIMOHHON (aBTOMaTH3UPOBAaHHOMN) crcTeMbl 1 ee komnoHeHToB (3UC)

Pa3paboTka mOTUTHKY 3aUThl HHPOPMAITHOHHOH
(aBTOMATH3UPOBAHHON) CUCTEMBI U €€ KOMIIOHCHTOB

3UC.0 N N
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Paznenenue ¢pyHkuuii mo ynpasieHHIO (aIMUHUCTPUPOBAHUIO)

3UC.1 HH()OPMAITMOHHON (aBTOMATH3UPOBAHHOMN ) CHCTEMON C MHBIMH
GyHKIUSIMHA

3UC.2 3ammTa nmepuMeTpa HHOOPMAITMOHHOH (aBTOMATH3NPOBAHHOI )
’ CHCTEMBbI

31C3 DIIreTOHUpPOBaHHAS 3alTUTa HHPOPMAITHOHHOM
’ (aBTOMaTHU3UPOBAHHON) CUCTEMBI

3C.4 CerMeHTHpOBaHUE HHPOPMAITHOHHON (aBTOMaTH3NPOBAHHOMN)
’ CHCTEMBbI

3UC.5 Opraamu3anus JeMITHTapU30BAHHON 30HBI

3UC.6 VYnpapneHue ceTeBbIMH OTOKaMHU

3UC.7 Hcnonb3oBanue sMysTopa cpeabl PyHKIHOHHPOBAHUS
’ nporpaMMHoro obecrneuenus ('mecoununa')

3C.8 CoKpbITHE apXUTEKTYPBI U KOHPUTYpanuu HHHOPMAIMOHHON
’ (aBTOMaTHU3UPOBAHHON) CUCTEMBI

31UC.9 Co3nanue reTeporeHHol cpebl

31C.10 Hcnonp3zoBanue nmporpaMMHOTO 00ecriedeHusI, PYHKIIHOHUPYFOIIETO
' B Cpeax pa3In4HbIX ONIEPAIIMOHHBIX CUCTEM

[IpenoTBparienne 3aep>KKH WITH PEPHIBAHUS BBHITIOTHEHUS
3UC.11 MPOLECCOB C BBICOKUM MTPUOPUTETOM CO CTOPOHBI IMPOIIECCOB C
HU3KUM TIPHOPUTETOM

3UC.12 W3zomnsiums mporeccoB (BRIMOJIHEHHE TPOTPaMM) B BBIAECTIEHHON
' obnacTu mamsTH

3UC.13 3amura HeM3MEHSIEMBIX JaHHBIX

3UC.14 Hcnonp3oBaHue Henepe3anuchiBaeMbIX MAIIMHHBIX HOCUTEINEH
' UHpOpMaIH

3UC.15 Peanm3arust 371€KTpOHHOTO TIOYTOBOTO OOMEHA C BHEITHUMHU CETIMHU
' Yyepe3 OrpaHMYCHHOE KOJUYECTBO KOHTPOIUPYEMBIX TOUEK

3UC.16 3amuTa oT criama

3UC.17 3amura nHGOpPMALKHU OT yTeUeK

31C.18 biiokupoBka focTyna K caidiTaM WIM TUIIAM CalTOB, 3aIIPEILEHHBIX K
' HCTIOJIb30BaHHIO

31C.19 3ammra nHpOpPMAITUHN TIPH ee Tiepenade Mo KaHajlaM CBI3H

3U1C.20 Ob6ecrieueHne JOBEPEHHBIX KaHaja, MapuIpyTa

31C.21 3anpet HeCAHKIIMOHUPOBAHHOH yIaleHHON aKTHBALIUH

nepudepuitHBIX yCTPOHNCTB
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YHpaBJ'IeHI/IC anI/I6yTaMI/I 0e30IMacHOCTH npu B3aHMOﬂeﬁCTBHH C

3U1UC.22

WHBIMU HHGOPMAITMOHHBIME (aBTOMaTH3HPOBAHHBIMK) CHCTEMaMHU
3U1UC.23 KonTtponp ucnons3oBanus MOOHIBHOTO KO/
3UC.24 KonTtpons nepenaun peueBoit nHGOpMauu
3UC.25 KonTtpons nepenaun BuneconHpopmMaIim
3UC.26 [ToaTBepxaeHne TPOUCXOKIACHUSI NCTOYHNKA HHDOPMAITIH
3UC.27 OO0ecrieuenue MOMIMHHOCTH CETEBBIX COENUMHEHNIT
3UC.28 Hckmrouenre BO3MOKHOCTH OTPHIIAHKS OTIIPaBKH HH(DOpMAITIH
3UC.29 Hckimrouenrne BO3MOKHOCTH OTPHIIAHUS TOTYIeHUS WH(POPMAITUN
31C.30 Hcnonp3oBanue yCcTpoMCTB TEPMUHAIBHOTO TOCTyTIa
3U1C.31 3ammra OT CKPBITHIX KaHAJIOB Mepeaull HHPOPMALIUH
3UC.32 3amuTa OECIIPOBOTHBIX COSTUHEHUI
3UC.33 Hckmoyenne gocTymna gyepes oomme pecypesl
3U1UC.34 3ammra oT yrpo3 otkasa B oocimyxusanuu (DOS, DDOS-arak)
3UC.35 YpaBieHUe CETEBbIMH COETUHEHUSIMU
31C.36 Coznannie (3MyISIIASA) JIOXKHBIX KOMIOHEHTOB HH(POPMAIIHOHHBIX

(aBTOMaTH3NPOBAHHBIX) CHCTEM
31C.37 [lepeBon nHpOPMATMOHHOH (ABTOMATU3UPOBAHHOW) CHCTEMEI B
0e301acHOe COCTOSIHHE MTPH BOZHUKHOBEHHH OTKa30B (CO0EB)
3UC.38 3ammra nHGOpMALMU IPH UCTIONb30BaHUK MOOMJIBHBIX YCTPONCTB
31C.39 YmpasreHue nepeMenieHueM BUPTYaIbHbIX MaIlIUH (KOHTEHHEPOB) U
00pabaThiBaeMBbIX Ha HUX JaHHBIX
XII. PearupoBanue Ha koMibtoTepHble HHIUACHTH (MHLI)
VIHILO Pa3paboTka MoNMTHKY pearnpoBaHus Ha KOMIIbIOTEPHBIC
WHIIACHTBI
MHII.1 BrisiBneHHE KOMITBIOTEPHBIX MHIIUIEHTOB
WHI.2 HNudopmupoBanne 0 KOMIBIOTEPHBIX HHIIUIACHTAX
MHI.3 AHanu3 KOMINBIOTEPHBIX HHIU/IEHTOB
MHIL.4 YcrpaneHue nociecTBUi KOMIIbIOTEPHBIX UHIIWJIEHTOB
VHILS [IpunsiTHE MEp MO NPEIOTBPALICHUIO ITOBTOPHOTO BO3HUKHOBEHHUS
KOMITBIOTEPHBIX WHIIHJICHTOB

MHIIL.6 XpaHeHue u 3amura HHQOpMauy 0 KOMITBIOTEPHBIX HHIUACHTAX
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XIII. Ynpasnenue kondurypanueii (YKD)

VK®.0 Pa3paboTka NOIMTUKY yrnpaBiieHHsI KOHPUTYpaLuei +
’ MHPOPMAITMOHHOH (aBTOMAaTU3UPOBAHHOM) CHCTEMBI
VK®.1 Wnentudukanus oObeKTOB YIpaBiIeHUs! KOHUTypauei
VK®.2 YnpapieHue n3MEeHEHUSIMU +
VK®.3 YcraHoBKa (MHCTAJUIALIUS ) TOIBKO PAa3PELIEHHOrO K UCIIOJIb30BAHUIO +
’ MIPOTPAMMHOTO 00ECTICUCHIS
YK®.4 KonTponb nelicTBuii Mo BHECEHUIO U3MEHEHUI
XIV. Ynpasnenue o0HOBIEeHUsIMU TIporpamMHoro obecrnieuenus (OI10O)
OI10.0 Pa3paboTtka nonuTuky ynpasieHuss 00HOBICHUSIMH IIPOrPAMMHOI0 +
’ obecredeHust
OI0.1 [Nouck, momyueHre 0OHOBJICHUH MTPOTPAMMHOT0 00ECIICUEHHSI OT +
' JIOBEPEHHOTO UCTOYHHKA
OI10.2 KonTtpo:s nenoctHoCTH 00HOBJIEHHUH MTPOTPaMMHOT0 00ecIIeueHUsI +
OI10.3 TectrpoBanre 0OHOBIIEHUI MMPOTPaMMHOTO 00ECIIEYeHHUS +
OIl10.4 YcranoBka 00HOBJICHUH MPOrPaMMHOTO 00ECTICYESHUS +
XV. I[InanupoBanue MeponpusaTuii no obdecrneueHuro 0e3onacuoctu (I[1JIH)
UTH.O Pa3paboTka MOTUTHKY ITITAHUPOBAHUS MEPOTIPUATHH 110 +
' 00eCTIeYeHHIO 3aIUTh HHPOPMAaLIU
TH. 1 Pazpabotka, yTBep)KIeHHE U aKTyalnnu3alus IaHa MEPOIPHUSITHI 110 +
' 00€eCTIeYeHUIO 3aIUTh HHPOPMAaLuu
.2 KoHTpOb BHIITOTHEHNSI MEPONPUSATHI IO 00ECIICUEHHIO 3aLIUTHI +
' UHpOpMaIH
XVI. O6ecnieuenue neiictuii B HemTaTHbIX cutyarnusx (J{HC)
JHC.0 Pa3pabotka nonutuku odbecrieueHus AEHCTBUN B HEIITATHBIX +
’ CUTYAaLUIX
JHC.1 PazpaboTka ruraHa 1elcTBUI B HEIITATHBIX CUTYAIHSIX +
JHC.2 OOyueHue U 0TpabOTKA JSHCTBUI IIEpCOHAla B HEIITATHBIX +
’ CUTYAaLUIX
JHC.3 Coznanne aJbTepHATHBHBIX MECT XpaHEHUS 1 00paboTKu
' nHPOPMALUMK Ha CIy4ail BOSHUKHOBEHUS HEIITATHBIX CUTYAL[HH
PesepBupoBanue mporpaMMHOTo 00ecrieueH s, TEXHIIECKUX
JHC.4 CpE/ICTB, KAaHAJIOB CBSA3M Ha CIyyail BOSBHUKHOBEHUS HEIITATHBIX
CUTyalui
JHC.5 Obecneuenne BO3MOKHOCTH BOCCTaHOBJIEHHUS HH(POPMALUOHHON +
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(aBTOMaTHU3UPOBAHHOW) CUCTEMBI B ClTy4ae BO3SHUKHOBEHUS
HEIITaTHBIX CUTyaIni
JHC.6 AHanu3 BOHUKIIMX HEIITATHBIX CUTYAIM U IPUHATHE Mep 110 + + +
' HEJOMYIIEHNIO X TTIOBTOPHOTO BOZHUKHOBEHUS
XVII. UupopmupoBanue u odyuenue nepconana (MUI10)
HII0.0 PazpaboTka nonuTky nHGOPMUPOBAHHS U 00yUEHHS MIepCOHaNa + + +
WTIO 1 NudopmupoBanmne nepconana 06 yrpozax 0€30MacHOCTH + + +
' nHPOPMALIUK U O TIpaBHiIax 6e30macHol paboThI
HI10.2 OO0y4enne nepcoHasia mpaBuiIaM 0e301macHoi paboThHI + + +
UTIO.3 TIpoBenenue mpakTUUECKUX 3aHITUI C TIEPCOHAIIOM 10 TIpaBUiiaM + +
’ Oe3omacHOM paboTHI
WTIO.4 KonTponb ocBemoMiieHHOCTH nepcoHana 00 yrpo3ax 0e30macHOCTH + + +
' rH(GOPMAITUH | O TPaBUIIaX 0€30MacHOi paboThI

"+" - Mepa oOecriedeHHs 0€30MMACHOCTH BKJIIOYCHA B 0a30BBIi Ha0Op Mep I COOTBETCTBYIOIICH
KaTeropuy 3HaYMMOT0 00BEKTA.

Mepsr obecrieueHust 6€30MacHOCTH, HE 00O3HAYEHHBIE 3HAKOM "+, MPUMEHSIOTCS MPH aJalTaluu M
JIOTIOJTHEHUHU 0a30BOr0 Habopa Mep, a TakKe MPH Pa3padOTKe KOMIICHCUPYIOIIUX MEP B 3HAYMMOM OOBEKTE
KPUTHYECKOI WHPOPMAITMOHHON HHPPACTPYKTYPHI COOTBETCTBYIOIICH KaTerOpUU 3HAYMMOCTH.




